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A2 #69
Which of the following file types is most likely to be used in delivering a malicious payload via email attachments?
Response:

e A pdf
e B..docx
e C..exe
e D, txt

HE: C

HEE#70
‘Which exploit mitigation technique involves analyzing software to detect and resolve vulnerabilities before deployment?
Response:
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A. Fuzz testing

B. Threat modeling

C. Code obfuscation

D. Signature-based detection
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What are key components of an effective incident response plan?
(Choose Three)

Response:

A. Identification
B. Cost mitigation
C. Preparation
D. Recovery
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HE#72
Which of the following are benefits of effective patch management strategies?
Response:

A. Reducing the risk of security breaches

B. Preventing data loss

C. Minimizing downtime due to software failures
D. Enhancing the finctionality of software
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HE#T73
Which tool is often used for threat modeling in adversary emulation exercises?
Response:

A. Mimikatz
B. Burp Suite
C. CALDERA
D. Kali Linux
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