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NEW QUESTION # 183 
You have an Azure subscription that contains two users named User1 and User2 and a Microsoft Sentinel workspace named
workspace1. You need to ensure that the users can perform the following tasks in workspace1:
* User1 must be able to dismiss incidents and assign incidents to users.
* User2 must be able to modify analytics rules.
The solution must use the principle of least privilege.
Which role should you assign to each user? To answer, drag the appropriate roles to the correct users. Each role may be used once,
more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Explanation:

NEW QUESTION # 184 
You have an Azure subscription that contains the following resources:
* A virtual machine named VM1 that runs Windows Server
* A Microsoft Sentinel workspace named Sentinel1 that has User and Entity Behavior Analytics (UEBA) enabled You have a
scheduled query rule named Rule1 that tracks sign-in attempts to VM1.
You need to update Rule 1 to detect when a user from outside the IT department of your company signs in to VM1. The solution
must meet the following requirements:
* Utilize UEBA results.
* Maximize query performance.
* Minimize the number of false positives.
How should you complete the rule definition? To answer select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Answer:

Explanation:

Explanation:

To detect sign-ins to VM1 by users outside the IT department while leveraging UEBA, you should enrich Windows security events
with identity attributes from UEBA's enrichment tables. In Microsoft Sentinel, UEBA writes organizational attributes (e.g.,
Department, Title, AAD object IDs/SIDs) to the IdentityInfo table. Joining SecurityEvent (Event IDs 4624/4625) with IdentityInfo
on the user SID lets you filter with where Department != "IT"-meeting the requirement to utilize UEBA results.
For performance and fewer false positives, use join kind=inner. An inner join only returns rows where the user in SecurityEvent has
a corresponding identity record in IdentityInfo, avoiding unmatched and potentially noisy events. Options like fullouter would
introduce non-matching rows (increasing noise), and anti would return only unmatched rows (the opposite of what's needed).
BehaviorAnalytics contains anomaly scores/events rather than static attributes like department, and SigninLogs is raw AAD sign-in
telemetry (not the UEBA-enriched identity inventory needed for department filtering). Therefore, IdentityInfo is the correct
enrichment source.
Thus, to satisfy use UEBA, maximize performance, and minimize false positives: join kind=inner with IdentityInfo and then filter
Department != "IT".

NEW QUESTION # 185 
You have a Microsoft Sentinel workspace named sws1.
You plan to create an Azure logic app that will raise an incident in an on-premises IT service management system when an incident is



generated in sws1.
You need to configure the Microsoft Sentinel connector credentials for the logic app. The solution must meet the following
requirements:
* Minimize administrative effort.
* Use the principle of least privilege.
How should you configure the credentials? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Explanation:

NEW QUESTION # 186 
You have a Microsoft 365 E5 subscription that uses Microsoft Defender XDR.
You need to create a hunting query in KQL that meets the following requirements:
* Identifies any devices That received an email containing an attachment named File1 .pdf during the last 12 hours and opened the
attachment.
* Minimizes the resources required to run the query.
How should you complete the query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:



Explanation:

Explanation:

In Microsoft Defender XDR hunting, EmailAttachmentInfo includes metadata for received attachments (name, subject, and the file's
SHA256 ), while DeviceFileEvents records file operations on endpoints (open
/read/execute) and also carries the SHA256 hash. Microsoft's guidance for efficient joins in KQL recommends correlating artifacts
using stable, high-cardinality identifiers (hashes) rather than paths or URLs, becau se paths can change and URLs may not be
preserved on disk; hashes uniquely identify the same file across mail and endpoint telemetry. To minimize query resources , Kusto's
join kind=innerunique is preferred when the left side (EmailAttachmentInfo) is expect ed to have unique keys (one attachment hash
per message instance) and you want at most one match per left record. It reduces shuffle/duplication compared to inner , improving
performance while returning only devices that actually opened the same file (by ma tching SHA256 ) within the last 12 hours.
So the optimal query structure is:
EmailAttachmentInfo
| where Timestamp > ago(12h)
| where Subject == " Document Attachment " and FileName == " File1.pdf "
| join kind=innerunique
(DeviceFileEvents | where Timestamp > ago(12h))
on SHA256
This precisely identifies devices that received the email with File1.pdf and opened that same file, using the most efficient join strategy
and a reliable correlation key.

NEW QUESTION # 187 
You have an Azure subscription that contains the users shown in the following table.

You need to delegate the following tasks:
* Enable Microsoft Defender for Servers on virtual machines.
* Review security recommendations and enable server vulnerability scans.
The solution must use the principle of least privilege.
Which user should perform each task? To answer, drag the appropriate users to the correct tasks. Each user may be used once,
more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.
NOTE: Each correct selection is worth one point.



Answer:

Explanation:

Explanation:
Answer Area Task
User
Enable Microsoft Defender for Servers on virtual mac hines:
User1
Review security recommendations and enable server vulnerability scans:
User1
* Query successful
This is a role-based access control (RBAC) question using the principle of least privilege.
The table of users and roles is:
Name
Role
User1
Security administrator
User2
Security reader
User3
Contributor
Export to Sheets
* Action: This is a management/configuration task at the subscription level, often related to enabling Defender plans and installing
extensions on VMs.
* Required Permissions: The ability to modify security policies and settings in Microsoft Defender for Cloud and the permission to
install extensions on VMs.
* The Security Administrato r role is explicitly designed for this, granting permissions to manage the security features, policies, and
program enrollment (like enabling Defender plans).
* The Contributor role can also perform this by installing the necessary agents and extensions, but it grants broad access to manage
all resources, violating the principle of least privilege for a purely security-focused task.
* Least Privilege User: User1 (Security administrator)
* A ction: This task has two parts:
* Review security recommendations: This is a read-only action. The Security Reader role is sufficient.
* Enable server vulnerability scans: This means configuring a security feature (Vulnerability Assessment), which requires wri te
access to the security configuration or the resource itself.
* The Security Reader role cannot perform the " enable " action.
* The Security Administrator role has the permissions required to modify security policy and configuration to enable scanning
features.
* The Contributor role can also do this, but again, the Security Administrator role is the least privileged for a security-specific
configuration change.
* Least Privilege User: Since the entire task includes an " enable " (write) action, we must use the role that can perform both read
and write security actions. User1 (Security administrator) is the appropriate choice.
Task Analysis and Role Mapping 1. Enable Microsoft Defender for Servers on virtual machines. 2. Review security
recommendations and enable server vulnerability scans.
Answer Area Task
User
Enable Microsoft Defender for Servers on virtual machines:
User1



Review security recommendations and enable server vulnerability scans:
User1

NEW QUESTION # 188
......
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