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Fortinet NSE8_813 Exam Syllabus Topics:

Section Objectives

Secure Connectivity & VPN Technologies

- IPsec & SSL VPN Implementation

1. ADVPN, redundancy and high availability
2. Site-to-site and remote access VPN

- Secure SD-WAN

1. Routing, application steering and optimization
2. Integration with security services

Threat Protection & Intelligence

- FortiGuard Services

1. IPS, antivirus, web filtering, and anti-spam

- Advanced Threat Detection & Response

1. FortiSandbox, automation and orchestration

Centralized Management & Analytics

- FortiManager

1. Centralized configuration, policy and provisioning

- FortiAnalyzer

1. Logging, reporting, analysis and troubleshooting
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Enterprise Security Architecture & Design

- Fortinet Security Fabric Architecture

1. Fabric integration and management
2. Multi-cloud and hybrid network security

- Advanced Firewall & Policy Design

1. NAT, VDOM, and traffic control
2. Complex security policies and profiles

High Availability & Resilience

- FortiGate HA & Clustering

1. Failover and redundancy design
2. FGCP, active-active / active-passive modes

Advanced Troubleshooting & Optimization
- Network & Security Diagnostics

1. Log analysis, traffic flow and session debugging
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Fortinet NSE 8 - Recertification Exam Sample Questions (Q38-Q43):
NEW QUESTION # 38 
Refer to the exhibit.

An HTTPS access proxy is configured to demonstrate its function as a reverse proxy on behalf of the web server it is protecting. It
verifies user identity, device identity, and trust context, before granting access to the protected source. It is assumed that the
FortiGate EMS fabric connector has already been successfully connected.
You need to ensure that ZTNA access through the FortiGate will redirect users to the FortiAuthenticator to perform
username/password and multifactor authentication to validate access prior to accessing resources behind the FortiGate.
In this scenario, which two further steps need to be taken on the FortiGate? (Choose two.)

A. Create a firewall rule that allows access from the remote endpoint to the resources behind the FortiGate.
B. Create a SAML user/server object referring to the FortiAuthenticator.
C. Create an authentication rule that sets the sso-auth-method to the FortiAuthenticator.
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D. Create an authentication scheme with the "method" as SAML.

Answer: B,D

Explanation:
Create SAML user/server object referring to the FortiAuthenticator:
To integrate FortiAuthenticator for user authentication via username/password and multifactor authentication, a SAML server object
must be created on the FortiGate. This object points to the FortiAuthenticator as the Identity Provider (IdP) for handling
authentication requests.
Create an authentication scheme with the "method" as SAML:
To utilize SAML for authentication, an authentication scheme must be created with SAML as the method. This enables the FortiGate
to redirect users to the FortiAuthenticator for authentication before granting access to protected resources.

NEW QUESTION # 39 
A customer wants to enable SYN flood mitigation in a FortiDDoS device. The FortiDDoS must reply with one SYN/ACK packet
per SYN packet from a new source IP address.
Which SYN flood mitigation mode must the customer use?

A. SYN/ACK cookie
B. ACK cookie
C. SYN cookie
D. SYN retransmission

Answer: C

NEW QUESTION # 40 
Refer to the exhibit showing an SD-WAN configuration.





According to the exhibit, if an internal user pings 10.1.100.2 and 10.1.100.22 from subnet
172.16.205.0/24, which outgoing interfaces will be used?

A. port16 and port15
B. port1 and port1
C. port1 and port15
D. port16 and port1

Answer: C

Explanation:
According to the exhibit, the SD-WAN configuration has two rules: one for traffic to 10.1.100.0/24 subnet, and one for traffic to
10.1.100.16/28 subnet. The first rule uses the best quality strategy, which selects the SD-WAN member with the best measured
quality based on performance SLA metrics. The second rule uses the manual strategy, which specifies port1 as the SD-WAN
member to select. Therefore, if an internal user pings 10.1.100.2 and 10.1.100.22 from subnet
172.16.205.0/24, the outgoing interfaces will be port16 and port1 respectively, assuming that port16 has the best quality among the
SD-WAN members.
https://docs.fortinet.com/document/fortigate/6.2.14/cookbook/218559/configuring-the-sd-wan- interface
https://docs.fortinet.com/document/fortigate/7.2.8/administration-guide/686587/ecmp-support-for- the-longest-match-in-sd-wan-
rule-matching

NEW QUESTION # 41 
You configured a firewall policy with only a Web filter profile for accessing the Internet. Access to websites belonging to the
"Information Technology" category are blocked and to the "Business" category are allowed. SSL deep inspection is not enabled on
this policy.
A user wants to access the website https://www.it-acme.com which presents a certificate with CN=www.acme.com. The it-
acme.com domain is categorized as "Information Technology" and the acme.com domain is categorized as "Business".
Which statement regarding this scenario is correct?

A. The website will be allowed by category "Business" as the certificate name takes precedence over the URL.
B. Only with SSL deep inspection enabled will the FortiGate be able to categorized this website.
C. The FortiGate is able to read the URL within HTTPS sessions when using SSL certificate inspection so the website will be
blocked by the "Information Technology".
D. The website will be blocked by category "Information Technology" as the SNI takes precedence over the certificate name.

Answer: D

NEW QUESTION # 42 
You are deploying a FortiExtender (FEX) on a ForiGate-60F. The FEX will be managed by the FortiGate. You anticipate high
utilization. The requirement is to minimize the overhead on the device for WAN traffic.
Which action achieves the requirement in this scenario?

A. Add a switch between the FortiGate and FEX.
B. Enable CAPWAP connectivity between the FortiGate and the FortiExtender
C. Change connectivity between the FortiGate and the FortiExtender to use VLAN Mode
D. Add a VLAN under the FEX-WAN interface on the FortiGate

Answer: C

Explanation:
http://docs.fortinet.com/document/fortiextender/7.0.3/admin-guide-fgt-managed/394272/vlan- mode
http://docs.fortinet.com/document/fortiextender/7.0.3/admin-guide-fgt-managed/618684/vlan- mode-and-performance
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