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Cisco Securing Networks with Cisco Firepower 300-710 Priifungsfragen mit
Losungen (Q193-Q198):

193. Frage
Which two OSPF routing features are configured in Cisco FMC and propagated to Cisco FTD? (Choose two.)

A. virtual links

B. OSPFv2 with IPv6 capabilities

C. MD5 authentication to OSPF packets

D. area boundary router type 1 LSA filtering
E. SHA authentication to OSPF packets

Antwort: A,C

Begrindung;
Reference: httpsz//www.cisco.convc/en/us/td/docs/security/firepower/620/configuration/guide/fpme-config- guide-
vo2/ospf for firepower threat defense.html

194. Frage

IT management is asking the network engineer to provide high-level summary statistics of the Cisco FTD appliance in the network.
The business is approaching a peak season so the need to maintain business uptime is high. Which report type should be used to
gather this information?

A. Standard Report
B. Risk Report

C. Malware Report
D. SNMP Report

Antwort: A

195. Frage

An engineer is setting up a new Firepower deployment and is looking at the default FMC policies to start the implementation During
the mitial trial phase, the organization wants to test some common Snort rules while still allowing the majority of network traffic to
pass Which default policy should be used?

A. Maximum Detection

B. Security Over Connectivity

C. Connectivity Over Security

D. Balanced Security and Connectivity
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Antwort: D

Begrindung;
https//www.cisco.comy/c/en/us/td/docs/security/firepower/623/fdnvfptd- fdm- config- guide- 623/fptd- fdm+ intrusio

196. Frage

An administrator is adding a new URL-based category feed to the Cisco FMC for use within the policies.
The intelligence source does not use STIX. but instead uses a .txt file format.

‘Which action ensures that regular updates are provided?

A. Add a URL source and select the flat file type within Cisco FMC.

B. Upload the .txt file and configure automatic updates using the embedded URL.
C. Convert the .txt file to STIX and upload it to the Cisco FMC.

D. Add a TAXII feed source and input the URL for the feed.

Antwort: A

Begrindung;

TID supports additional intelligence ingestion methods - With both Security Intelligence and TID, you can import threat intelligence
into the system by either manually uploading flat files or configuring the system to retrieve flat files from a third-party host. TID
provides increased flexibility in managing those flat files. In addition, TID can retrieve and ingest intelligence provided in Structured
Threat Information eXpression (STIX™) format.

Flat File

Files must be ASCII text files with one observable value per line
https’//www.cisco.comvc/en/us/td/docs/security/firepower/622/configuration/guide/fpme-config- guide-
vo22/threat_intelligence director tid.pdf

197. Frage

A consultant is working on a project where the customer is upgrading from a single Cisco Firepower 2130 managed by FDM to a
pair of Cisco Firepower 2130s managed by FMC for high availability. The customer wants the configuration of the existing device
being managed by FDM to be carried over to FMC and then replicated to the additional device being added to create the high
availability pair. Which action must the consultant take to meet this requirement?

A. The FTD configuration must be converted to ASA command format, which can then be migrated to FMC.
B. The current FDM configuration must be configured by hand mto FMC before the devices are registered.
C. The current FDM configuration must be migrated to FMC using the Secure Firewall Migration Tool.

D. The current FDM configuration will be converted automatically into FMC when the device registers.

Antwort: C

198. Frage
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