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Google Cloud Certified - Professional Google Workspace Administrator
Sample Questions (Q15-Q20):
NEW QUESTION # 15 
HR informs you that a user has been terminated and their account has been suspended. The user is part of a current legal
investigation, and HR requires the user's email data to remain on hold. The terminated user's team is actively working on a critical
project with files owned by the user. You need to ensure that the terminated user's content is appropriately kept before provisioning
their license to a new user.
What two actions should you take? (Choose two.)

A. Extend the legal hold on the user's email data.
B. Assign the terminated user account an Archive User license.
C. Rename the account to the new user starting next week.
D. Delete the account, freeing up a Google Workspace License.
E. Move project files to a Team Drive or transfer ownership.

Answer: B,E

Explanation:
https://support.google.com/a/answer/9048836

NEW QUESTION # 16 
With the help of a partner, you deployed Google Workspace last year and have seen the rapid pace of innovation and development
within the platform. Your CIO has requested that you develop a method of staying up-to-date on all things Google Workspace so
that you can be prepared to take advantage of new features and ensure that your organization gets the most out of the platform.
What should you do?

A. Develop a cadence of regular roadmap and business reviews with your partner.
B. Put half of your organization on the Rapid Release Schedule to highlight differences.
C. Create a Feature Release alert in the Alert Center to be alerted to new functionality.
D. Regularly scan the admin console and keep track of any new features you identify.

Answer: A

Explanation:
Schedule regular meetings with your Google Workspace partner.
During these meetings, review the Google Workspace roadmap and upcoming features.
Discuss how new features can be leveraged to benefit your organization.
Plan business reviews to ensure that you are making the most of the platform's capabilities and staying up-to-date with
developments.
Establishing a regular cadence of roadmap and business reviews ensures continuous alignment with the latest Google Workspace
innovations and allows your organization to take full advantage of new features.
Reference:
Google Workspace Admin Help - Google Workspace Partners

NEW QUESTION # 17 
Your organization is in the process of deploying Google Drive for desktop so that your users can access Drive files directly from
their desktops. For security reasons, you want to restrict Drive for desktop to only company-owned devices. What two steps
should you take from the admin panel to restrict Drive for desktop to only company-owned devices? (Choose two.)

A. Install the Google Endpoint Verification extension on machines using Drive for Desktop.
B. Create a company-owned device inventory using serial numbers of devices.
C. Devices > Endpoints > Add a filter > Management Type > Drive for desktop > Apply
D. Apps > Google Workspace > Drive and Docs > Features and Applications > Google Drive for Desktop > Only Allow
Google Drive for desktop on authorized devices
E. Create a company-owned device inventory using an asset tag.

Answer: B,D



Explanation:
https://support.google.com/a/answer/9299541?hl=en

NEW QUESTION # 18 
Your company wants to provide secure access for its employees. The Chief Information Security Officer disabled peripheral access
to devices, but wants to enable 2-Step verification. You need to provide secure access to the applications using Google Workspace.
What should you do?

A. Configure USB Yubikeys for all users.
B. Enable authentication via the Google Authenticator.
C. Deploy browser or device certificates via Google Workspace.
D. Enable additional security verification via email.

Answer: B

Explanation:
* 2-Step Verification (2SV):
* 2-Step Verification adds an extra layer of security by requiring users to verify their identity using a second factor in addition to their
password. This helps protect against unauthorized access, even if the password is compromised.
* Google Authenticator:
* Google Authenticator is a mobile app that generates time-based one-time passcodes (TOTP) for
2SV. It works even when the device is offline, providing a secure and reliable second factor for authentication.
* Implementation Steps:
* Enable 2-Step Verification:
* Go to the Google Admin console (admin.google.com).
* Navigate to Security > Authentication > 2-Step Verification.
* Turn on 2-Step Verification for the organization.
* Deploy Google Authenticator:
* Instruct users to download the Google Authenticator app from their respective app stores (iOS or Android).
* Provide guidance on setting up Google Authenticator with their Google Workspace accounts.
* Users will scan a QR code provided during the setup process to link their account with the Authenticator app.
* Advantages of Google Authenticator:
* Security: It provides a highly secure method of 2-step verification as the codes are generated on the user's device and change
every 30 seconds.
* Ease of Use: It's easy to set up and use, with a straightforward user interface.
* Offline Functionality: Codes can be generated even without internet access, ensuring consistent
* access to 2SV codes.
Why Other Options Are Less Suitable:
* A. Enable additional security verification via email:
* Email-based verification is less secure than app-based 2SV because email accounts can be more easily compromised.
* C. Deploy browser or device certificates via Google Workspace:
* While device certificates add security, they are typically used for device management and access control rather than for 2-step
verification purposes.
* D. Configure USB Yubikeys for all users:
* USB Yubikeys are highly secure and suitable for 2SV, but they require physical distribution and management of hardware tokens,
which can be logistically complex and costly. Given the context of disabled peripheral access, this option might contradict the policy
of the Chief Information Security Officer.
References:
* Google Workspace Admin Help: Set up 2-Step Verification
* Google Workspace Security: 2-Step Verification

NEW QUESTION # 19 
A user joined your organization and is reporting that every time they start their computer they are asked to sign in. This behavior
differs from what other users within the organization experience. Others are prompted to sign in biweekly. What is the first step you
should take to troubleshoot this issue for the individual user?

A. Confirm that this user has their employee ID populated as a sign-in challenge.
B. Verify that 2-Step Verification is enforced for this user.



C. Reset the user's sign-in cookies
D. Check the session length duration for the organizational unit the user is provisioned in.

Answer: D

NEW QUESTION # 20
......
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