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HM #35
Which of the following are benefits of implementing cloud security policies for hybrid and multicloud environments?

A. Tmproved compliance with regulatory requirements
B. Enhanced data sovereignty and privacy

C. Increased complexity in management

D. Enhanced agility and scalability

iIFf#: A. B. D
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HH #36
The SAFE Key structure is designed to:

A. Unlock encrypted data

B. Organize security measures within the network architecture
C. Guide the deployment of network devices

D. Create a single sign-on experience for users

IEf#: B

B #37

Refer to the exhibit. An engineer nust configure mutltifactor authentication using the Duo Mobile app to provide admin access to a
Cisco Meraki switch. The engmneer already configured Duo Mobile and received an activation code. Drag and drop the steps from
left to right to complete the configuration.

Ef#:

R -
Explanation:
A screenshot of a phone number Al-generated content may be incorrect.

HM #38
‘Which of the following is true about lateral movement prevention strategies?

A. They are only applicable in on-premises environments

B. They primarily focus on external firewall configuration

C. They include the use of just-in-time access and privilege escalation monitoring
D. They encourage the use of shared credentials

Ef#: C

B #39

Refer to the exhibit. An engineer must troubleshoot an incident by using Cisco Secure Cloud Analytics. What is the cause of the
issue?

e A. Ping of Death attack toward the host that has IP address 10.10.10.10

¢ B. TCP fingerprinting toward the 50.10.10.0/24 network

e C. SYN flood attack toward the DNS server that has IP address 10.10.10.10
e D. DoS attack toward the 50.10.10.0/24 network from an internal IP address

IEf#: D

AR :

The flow data in the exhibit shows multiple short-duration, high-volume HTTPS connections (443/TCP) fromIP 10.10.10.10 to
multiple destination [Ps in the 50.10.10.0/24 network. All flows are 22 seconds long and transfer exactly 1.77M of data. This
uniform behavior to a large set of IP addresses strongly indicates a Denial of Service (DoS) pattern, where an internal host
(10.10.10.10) is overwhelming external systens in the

50.10.10.0/24 range.

The SCAZT guide (Section 6: Threat Response, Pages 114-117) explains how Secure Cloud Analytics uses NetFlow and
behavioral modeling to identify such volumetric threats. Key identifiers include:

Same connection size (1.77M)

Multiple unique peer IPs in a single external subnet

Same destination port and protocol (HTTPS)

Zero TCP connections conpleted, indicating unacknowledged connections

This matches the behavioral pattern of a DoS originating from an internal host.

Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 6, Pages 114-117
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