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PR #22

An enployee has left your organization and their Drive data must be retained for three years The retention rule has been set for three
years You must ensure the employee's data is visible in Vault and accessible to the Vault Administrator in the most cost-effective
way What should you do?

A. Assign an Archive User (AU) license to the user

B. Export the users Drive data from Vault, then delete the user.

C. Change ownership of the Drive data to the user's Manager, then delete the user
D. Suspend the user until the end of the three-year period

BER: A

it B B -

Step by Step Comprehensive Detailed Explanation

* Navigate to Users: Go to the Google Admin console and navigate to the "Users' section.

* Select the User: Find and select the user who has left the organization.

* Assign Archive User License: Assign an Archive User (AU) license to the user, ensuring their data is retained and accessible in
Vault.

* Verify Access in Vault: Go to Google Vault and verify that the data is visible and accessible to the Vault Administrator.

* Cost-effective Data Retention: Using an AU license is cost-effective as it retains the data without needing an active Google
Workspace license.

References

* Assign licenses to users

* Google Vault Archive User
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Your company is using macOS devices for all employees and has built a process to allow a Google account to be used as
credentials (or the device Your company wants to manage newly acquired Windows 10 devices with Google Workspace endpoint
management and have employees use their Google Workspace account as login credentials for Windows 10 Which steps should
you take to enable this?

Choose 2 answers

A. Enable Windows device management in Devices > Mobile & endpoints > Settings > Windows settings
B. Sync the Google Accounts and password to AD via Google Cloud Directory Sync V1 (GCDS)

C. Configure Chrome policies on Windows to push advanced device management policies

D. Install and configure Password Sync on each Active Directory (AD) domain controller

E. Install and configure Google Credential Provider for Windows (GCPW) on each device

Z%: AE

BB«

* Install GCPW on Windows Devices:

* Download the Google Credential Provider for Windows (GCPW) from Google's official site.

* Install GCPW on each Windows device.

* Configure GCPW to allow users to sign in using their Google Workspace credentials.

* Enable Windows Device Management:

* Go to admin.google.comand sign in with your admin account.

* Navigate to Devices > Mobile & endpoints > Settings > Windows settings.

* Enable Windows device management to allow Google Workspace to manage the Windows 10 devices.

* Configure Settings and Policies:

* Apply necessary device policies and settings through the Admin console to ensure security and compliance.

* User Login:

* Users can now use their Google Workspace credentials to log into their Windows 10 devices, and the devices will be managed via
Google Workspace endpoint management.

This setup mntegrates Windows 10 devices with Google Workspace for unified credential management and device policy
enforcement.

References

* Set up Google Credential Provider for Windows (GCPW)

* Set up and manage Windows devices
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Your organization recently bought 1,000 licenses for Cloud Identity Premium. The company's development team created an
application in the enterprise service bus (ESB) that will read user data in the human resources information system (HRIS) and create
accounts via the Google Directory REST APL

While doing the original test before production use, the team observes a 503 error coming from Google API response after a few
users are created. The team believes the ESB is not the cause, because it can perform 100 requests per second without any
problens. What advice would you give the development team in order to avoid the issue?

A. Use the batch request architecture, because it can pack 1,000 API calls in one HTTP request.
B. Use an exponential back-off algorithm to retry failed requests.

C. Use the domain-wide delegation API to avoid the limitation per account.

D. Switch from REST API to gRPC protocol for performance improvement.

Z%: B

fE RSB«
https://developers.google.convadmin-sdk/admin-settings/limits
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Your organization has a new security requirement around data exfiltration on iOS devices. You have a requirement to prevent users
from copying content froma Google app (Gmail, Drive, Docs, Sheets, and Slides) in their work account to a Google app in their
personal account or a third-party app. What steps should you take from the admin panel to prevent users from copying data from
work to personal apps on i0S devices? (Choose two.)

A. Turn on "Advanced Mobile Management."

B. Navigate to Devices > Mobile and Endpoint > iOS Settings > Data Sharing > Open Docs in Unmanaged Apps.
C. Clear the "allow users to copy data to personal apps" checkbox.

D. Navigate to Devices > Mobile and Endpoint > iOS Settings > Data Sharing > Data Protection.

E. Clear the "allow items created with managed apps to open in unmanaged apps" checkbox.

ZE: CD
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httpsZ/support.google.conva/answer/6328700?hi=er¥managed apps&zippy="62Cdata-actions

il =8 #26
The nature of your organization's business makes your users susceptible to malicious email attachments. How should you implement
a scan of all incoming email attachments?

A. Configure a safety rule to protect against encrypted attachments from untrusted senders

B. In the security sandbox section, enable virtual execution of attachments for (he targeted OU

C. Configure a safety rule to protect against attachments with scripts from untrusted senders.

D. In the security sandbox section, enable virtual execution of attachments for the entire organization.

ER: D

BB -

To implement a scan of all ncoming email attachments effectively, you should enable virtual execution of attachments in the security
sandbox for the entire organization. This feature allows Google Workspace to execute attachments in a sandbox environment to
detect malicious behavior before the email reaches the user's inbox. By applying this to the entire organization, you ensure that all
users are protected regardless of their organizational unit.

References:

* Google Workspace Admin Help - Security Sandbox

* Google Workspace Admin Help - Protect your organization from attachments with scripts

R RE #27
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