AZ-500FAFE RE -5 4% 3 %5100 % Microsoft Azure
Security Technologies

Microsoft
Azure Security

Technologies
(AZ-500)

A Certification Guide

Get qualified to secure Azure AD, Network, Compute, Storage and Data services
through Security Center, Sentinel and other Azure security best practices

JAYANT SHARMA —

€ Google DriveHH % # T 85 1 ¥ Fast2test AZ-500 PDFhR % 3 J& :  hitps:/drive.google.com/open?id=1df4sSXoyQcFzuZ-
RKIY-ZSkfVhBkSUs4

HURIBR, ARBENANE, WRE -RIFBLEERNET L, ERESCHESR, gRHFLN—K, BER
MINERBII . RIEZERIIKINAENRG? AR mtHE B3 F Fast2test Microsoft ] AZ- 5005 iR B3I RHE, BRHET R
BRER, BEMITRENSEHEREH, ERRIREEI% LEIAWITE , ERBEEE.

IR AZ-500 & AT BB N {RE Azure BIEMRIESHIRE ST, BIE Aare FH ARG Azre FERE. BUENEH
R RE sk 2. HAIBINEE Aare IGELTIAE. BERIAIIRE DAL O8AE & R Z R E &

Microsoft AZ-500 (Microsoft Azure ZE&FNT) Hid 2 1 B 7 E B R HAERENE H Microsoft Azure & IF AR 5 H
FIBEMBRMEANRRBE LR . WERBARAEERZEEN. E8 G555 DK 77 Microsoft Azure H 11
B. EBRAREKHEEANE. KERARFEEAESELZESEROMBAER, OEAKZE. SHMHHE
o, PERE. BIBANEHETRE R ZERE.

>> AZ-5008 P E R <<

B HE I Microsoft Microsoft Azure Security Technologies™ ] 5 £ AZ-500 34
9 RE A G 5 3 BB 3

BI% HOE A I Microsoft AZ-S00RE R E Bk, JFABARTE, TRIMESERSBEMITRERER R, BEMK
THEHI Ty ERAEE —MAZ-5008% )5, BEATUSMATHITRREER, Fast2testt5 HERE BB/
ELHRY . RUBEFEL TERITRBEER, ARMNSHRT, & LUER K Microsoft AZ-500% 7K. RMEA


https://drive.google.com/open?id=1df4sSXoyQcFzuZ-RKlY-ZSkfVhBkSUs4
https://tw.fast2test.com/AZ-500-premium-file.html
https://tw.fast2test.com/AZ-500-premium-file.html
https://www.kaoguti.com/AZ-500_exam-pdf.html

o, BT EARMAZS00% tEABEIE L, HRH100%8 B K.

Microsoft AZ-500: Microsoft Azwre% & Hifi 2 —IEREER, B7AEAHBEERE R REMicrosoft AzreZE R H: fe 1
BHEALRERE., EERARZETEMN. ZE9TEANEBEAare RSP EEMBEHEZEEHIKEhEEA
+.

B 1) Microsoft Azure Security Engineer Associate AZ-500 4 & 25 5f H &
(Q368-Q373):

i =8 #368

You have an Azure subscription.

You plan to use Microsoft Defender for Cloud to provide Al security posture management capabilities.

You need to recommend a Defender for Cloud plan that supports the deployment requirements. The solution must minimize costs.
‘What should you recommend?

A. Defender Cloud Security Posture Management (CSPM)

B. Foundational Cloud Security Posture Management (CSPM)
C. Microsoft Defender for APIs

D. Microsoft Defender for App Service
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You have an Azure subscription.

Youplan to create a storage account.

You need to use customer-managed keys to encrypt the tables in the storage account.

From Azure Cloud Shell, which three cmdlets should you run in sequence? To answer, move the appropriate cmdlets from the list of
cmdlets to the answer area and arrange them in the correct order.

Cmdlets Answer Area

New-AzStorageAccountKey
New-AzStorageTable @ @
Register-AzProviderFeature @ @

New-AzStoragelAccount

Register-AzResourceProvider

ER:
fRRE R «

Answer Area

New- AzStorageAccount

New- AzStorageAccouniKey

New- AzStorageTable

1 - New- AzStorageAccount

2 - New- AzStorageAccountKey

3 - New- AzStorageTable

Reference:
httpsz/docs.microsoft.conven-us/azure/storage/common/customer-managed-keys-configure- key-vault?tabs=powershell
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You have an Azure subscription named Subcription] that contains the resources shown in the following table.

IPPancy

MWL MINETEIN

You have an Azure subscription named Subcription2 that contains the following resources:
* An Azure Sentinel workspace

* An Azure Event Grid instance

Youneed to ingest the CEF messages from the NVAs to Azure Sentinel.

NOTE: Each correct selection is worth one point.
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Note: This section contains one or more sets of questions with the same scenario and problem. Each question presents a unique
solution to the problem. You must determine whether the solution meets the stated goals.

More than one solution in the set might solve the problem. It is also possible that none of the solutions in the set solve the problem.
After you answer a question in this section, you will NOT be able to return. As a result, these questions do not appear on the
Review Screen.

You have an Azure subscription that contains the resources shown in the following table.

Name Type O
Groupl | Secunty group
Group2 | Microsoft 36 group
App1 App iggistration
M1 Wset-assigned niliEgett identiy £4
You have The users shown in the following table.
Name S ebdiptory ot
s Member of Group1 an.Group2
» Assigned Chwnet sole for AppT and Mi1

Useri

+ Member of Siaaipl and Group2
+ Assigned Owner role for App1 and MI1

You create an Azure SQL managed instance named SQL1 and enable Microsoft Entra-only authentication.
You need to ensure that both User] and User2 are set as the Microsoft Entra admin for SQLI.

Solution: You set MM as the Microsoft Entra admin for SQLI1.

Does this meet the goal?

User2

e A Yes
e B.No

£%: B
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You need to ensure that connections from the Internet to VNET 1\subnet0 are allowed only over TCP port
7777. The solution must use only currently deployed resources.

To complete this task, sign in to the Azure portal.

ER:

R -

See the explanation below.

Explanation

You need to configure the Network Security Group that is associated with subnetO.

* In the Azure portal, type Virtual Networks in the search box, select Virtual Networks from the search results then select VNETT.
Alternatively, browse to Virtual Networks in the left navigation pane.

* In the properties of VNET], click on Subnets. This will display the subnets in VNET1 and the Network Security Group
associated to each subnet. Note the name of the Network Security Group associated to Subnet0.

* Type Network Security Groups into the search box and select the Network Security Group associated with Subnet0.

* In the properties of the Network Security Group, click on Inbound Security Rules.

* Click the Add button to add a new rule.

* In the Source field, select Service Tag.

* In the Source Service Tag field, select Internet.

* Leave the Source port ranges and Destination field as the default values (* and All).

* In the Destination port ranges field, enter 7777.

* Change the Protocol to TCP.

* Leave the Action option as Allow.

* Change the Priority to 100.

* Change the Name from the default Port 8080 to something more descriptive such as Allow TCP_7777 from Internet. The name
cannot contain spaces.

* Click the Add button to save the new rule.
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