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EE #138
What is an AIFS?

A. A form of aggregation performed at the PHY layer based on 802.lie UP values interpreted from DSCP values

B. A variable Interframe Space introduced by 802.lie to help prioritize medium access for different Access Categories
C. The shortest period of time a STA can sleep

D. A medium access method introduced by 802.1in, but never implemented
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An AIFS is a variable interframe space introduced by 802.1 1e to help prioritize medium access for different Access Categories
(ACs). An interframe space is a period of time that a STA (station) has to wait before attempting to access the medium. An AIFS is
a type of interframe space that varies depending on the AC of'the traffic. An AC is a logical queue that corresponds to a QoS
(Quality of Service) level for different types of traffic. There are four ACs defined by 802.11e: AC_VO (Voice), AC_VI (Video),
AC_BE (Best Effort), and AC_BK (Background). Each AC has a different AIFSN (Arbitration Interframe Space Number) value,
which determines how long it has to wait before attempting to access the medium A lower AIFSN value means a higher priority and
a shorter waiting time. The other options are not correct, as they do not describe what an AIFS is. An AIFS is not a medium access
method introduced by 802.11n, but never implemented, as it is part of the 802.11e standard and widely used in QoS-enabled
WLANSs. An AIFS is not a form of aggregation performed at the PHY layer based on 802.11e UP values interpreted from DSCP
values, as aggregation is a technique that combines multiple frames into one larger frame to improve efficiency and throughput, not
prioritization or medium access. An AIFS is not the shortest period of time a STA can sleep, as sleeping is a power saving mode
that allows a STA to conserve battery power by periodically turning off its radio, not accessing the medium. References: [Wireless
Analysis Professional Study Guide CWAP-405], Chapter 7:

QoS Analysis, page 194-195

EE #139
What is the function of 802.11 Management frames?

A. Manage the flow of data

B. Prioritize network administration traffic

C. Communicate configuration changes between WLAN controller and APs
D. Manage the BSS
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The function of 802.11 management frames is to manage the BSS. A BSS (Basic Service Set) is a group of STAs (stations) that
share a common SSID (Service Set Identifier) and commumicate with each other through an AP (access point) or directly in an ad
hoc mode. Management frames are one of the three types of 802.11 frames, along with control and data frames. Management
frames are used to establish, maintain, and terminate associations between STAs and APs, as well as to advertise and discover
BSSs, exchange security information, report errors, and perform other management finctions. The other options are not correct, as
they are not finctions of 802.11 management frames. Prioritizing network administration traffic, communicating configuration changes
between WLAN controller and APs, and managing the flow of data are functions of other types of frames or protocols. References:
[Wireless Analysis Professional Study Guide CWAP-405], Chapter 5: 802.11 MAC Sublayer, page 120-121
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What interframe space would be expected between a CIS and a Data frame?

A. PIFS
B. AIFS
C. DIFS
D. SIFS
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The interframe space that would be expected between a CTS (Clear to Send) and a Data frame is SIFS (Short Interframe Space).
A SIFS is the shortest interframe space that is used for high-priority transmissions, such as ACKs (Acknowledgements), CTSs, or
data frames that are part of a fragmentation or aggregation process. A SIFS is a fixed value that depends on the PHY type and
channel width. A CTS and a Data frame are part of a virtual carrier sense mechanism called RTS/CTS (Request to Send/Clear to
Send), which is used to avoid collisions and hidden node problems in wireless transmissions. When a STA (station) wants to send a
data frame, it first sends an RTS frame to the intended receiver, indicating the duration of the transmission. The receiver then
responds with a CTS frame, also indicating the duration of the transmission. The other STAs in the vicinity hear either the RTS or the
CTS frame and update their NAV (Network Allocation Vector) timers accordingly, deferring their access to the medium until the
transmission is over. The sender then sends the data frame after waiting for a SIFS, followed by an ACK frame from the receiver
after another SIFS. The other options are not correct, as they are not used between a CTS and a Data frame. A PIFS (PCF
Interframe Space) is used for medium access by the PCF (Point Coordination Function), which is an optional and rarely
implemented polling-based mechanism that provides contention-fiee service for time-sensitive traffic. An AIFS (Arbitration
Interframe Space) is used for medium access by different ACs (Access Categories), which are logical queues that correspond to
different QoS (Quality of Service) levels for different types of traffic. An AIFS is a variable interframe space that depends on the
AIFSN (Arbitration Interframe Space Number) value of each AC. A DIFS (Distributed Interframe Space) is used for medium
access by the DCF (Distributed Coordination Function), which is the default and mandatory contention-based mechanism that
provides best- effort service for normal traffic. References: [Wireless Analysis Professional Study Guide CWAP-405], Chapter 6:
802.11 Frame Exchanges, page 166-167; Chapter 7: QoS Analysis, page 194-195

HAE #141
‘Which one of the following devices typically has a 100% duty cycle?

A. Analog video camera
B. IoT temperature sensor
C. Bluetooth mouse

D. 802.11ac-based AP

HE: A

MH.
Analog video cameras transmit a continuous video signal, resulting in a nearly 100% RF duty cycle. Other devices like IoT sensors,
Bluetooth mice, or Wi-Fi APs transmit intermittently, so their duty cycles are much lower.

A2 #142

ABC corporation has an 802.11n wireless network and advertises 3 SSIDs on all APs: Corporate, Guest, and BYOD. Both the
Guest and the BYOD networks broadcast their SSIDs but the corporate SSID is hidden. A client transmits a Wildcard\Any Probe
Request frame on channel 36.

From the client's location it can decode beacons frames from two of the organization's APs operating on channel 36. How many
Probe Response frames would you expect this client to decode from ABC corporation's APs?

A0
B. 1
C.2
D.3

HE: A

MY

Each AP on channel 36 will respond to a Wildcard/Any Probe Request with a Probe Response for each broadcast SSID. Since the
Corporate SSID is hidden, it will not respond to a wildcard probe.

Assuming the two APs each broadcast the Guest and BYOD SSIDs, the client will decode 2 Probe Responses per AP, totaling 4
Probe Responses.

HEE #143
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