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Z|Al cCISO 712-50 R EMEEA (Q131-Q136):

AE #131
What is the primary difference between regulations and standards?

A. Standards that aren't followed are punishable by fines

B. Regulations are made enforceable by the power provided by laws
C. Standards will include regulations

D. Regulations must be reviewed and approved by the business
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AE #132

Scenario: An organization has made a decision to address Information Security formally and consistently by adopting established
best practices and industry standards. The organization is a small retail merchant but it is expected to grow to a global customer base
of many millions of customers in just a few years.

Which of the following frameworks and standards will BEST fit the organization as a baseline for their security program?

A. ISO 27000 and Payment Card Industry Data Security Standards
B. NIST and data breach notification laws

C. NIST and Privacy Regulations

D. ISO 27000 and Human resources best practices
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EE #133
In terms of supporting a forensic investigation, it is now imperative that managers, first-responders, etc., accomplish the following
actions to the computer under investigation:

A. Secure the area and attempt to maintain power until investigators arrive
B. Immediately place hard drive and other components in an anti-static bag
C. Secure the area.

D. Secure the area and shut-down the computer until investigators arrive

HE: A

Y.

* Maintaining power ensures volatile memory (RAM) data is preserved, which can contain critical forensic evidence such as running
processes and network connections.

* Securing the area prevents tampering or unauthorized access, preserving the integrity of evidence.

Why Other Options Are Incorrect:

* A. Shut-down the computer: Shutting down can result in loss of volatile data critical to the investigation.

* C. Place components in anti-static bags: Prematurely removing hardware disrupts the state of the machine and can lead to loss of
evidence.

* D. Secure the area: While important, it does not address the need to preserve volatile memory.

EC-Council CISO Reference:

The first-responder guidelines stress the importance of preserving evidence integrity and avoiding actions that could destroy critical
forensic data.

HE #134
An organization's firewall technology needs replaced. A specific technology has been selected that is less costly than others and
lacking in some important capabilities. The security officer has voiced concerns about sensitive data breaches but the decision is
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made to purchase. What does this selection indicate?

A. A highrisk tolerance environment
B. A high threat environment

C. A low risk tolerance environment
D. I low vulnerability environment
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HEE #135
Which of the following are primary concerns for management with regard to assessing internal control objectives?

A. Confidentiality, Conpliance, Cost

B. Communication, Reliability, Cost

C. Confidentiality, Availability, Integrity
D. Compliance, Effectiveness, Efficiency
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