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HM #55
Compared with packet filtering firewalls, proxy firewalls can control the session process and are more secure.

e A False
e B. True

IEf#: B

HM #56
‘Which of the following protocols are transport layer protocols?

e A TCP
e B.FTP
e C.DHCP
e D.UDP

iIFf@E: A. D

fEEL:

Explanation From HCIA-Security documents:

In the TCP/IP and OSI reference models, the transport layer is responsible for end-to-end communication between hosts. It
provides services such as segmentation, multiplexing through port numbers, and (depending on the protocol) reliability, flow control,
and congestion control. The two core transport layer protocols are TCP and UDP.

TCP is connection-oriented and reliable: it establishes a session using the three-way handshake, uses sequence numbers and
acknowledgments for retransmission, and supports flow and congestion control to ensure ordered delivery. UDP is connectionless
and best-effort: it does not build a session or guarantee delivery, which makes it lightweight and suitable for scenarios such as
voice/video streaming and simple query

/response services.

By contrast, FTP and DHCP are application layer protocols. FTP provides file transfer services and runs over TCP ports, while
DHCP provides dynamic IP address assignment and uses UDP at the transport layer but is itself an application-layer protocol.
Therefore, the transport-layer protocols in the options are UDP and TCP.

W #57
Regarding the description of Windows Firewall, which of the following options are correct? (Multiple Choice)

e A Ifyouare unable to access the Internet during the process of setting up Windows Firewall, you can use the restore default
function to quickly restore the firewall to its initial state.

e B. Windows Firewall can not only allow or prohibit preset prograns or functions and prograns installed on the system, but
also supports custom release rules based on protocols or port numbers.

e C. Windows Firewall can also change notification rules even when it is turned off.

e D. Windows Firewall can only allow or prohibit preset programs or functions and prograns installed on the system. It cannot
customize the release rules based on protocols or port numbers.

EME: AL B
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HH #58
Host firewall is mainly used to protect the host from attacks and intrusions from the network.

e A False
e B. True

IEf%: B

HM #59
There are three types of switches forwarding operations for frames: flooding, (), and discarding.

Ef#:
fEEH -

Forward

B #60
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