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(Q44-Q49):

HE #44

Refer to the following applications:

* hr.company.com

* finance.company.com

* customer.order.company.com

‘Which action should be taken to allow these applications to share the same web session?

A. Set Cookie Domain option

B. Use Rewrite Cookie Path rule

C. Set Audience option

D. Use Rewrite Cookie Domain rule

EfE: A

fEEHL 2

For multiple subdomains to share the same PingAccess session, theCookie Domainmust be configured so that the session cookie is
valid across all listed applications.

Exact Extract:

"Set the Cookie Domain in the web session configuration to a parent domain (for example, .company.com) to enable applications in
different subdomains to share the same session."

* Option A (Set Audience option)applies to OAuth token validation, not cookie sharing,

* Option B (Set Cookie Domain option)is correct - e.g., setting.company.comallows session cookies to be shared.

* Option C (Rewrite Cookie Domain rule)modifies upstream cookies for back-end applications, not PingAccess session cookies.
* Option D (Rewrite Cookie Path rule)is unrelated; it modifies paths for cookies, not domains.

Reference:PingAccess Administration Guide - Web Session Configuration

HR #45
What is the purpose of thepa.operational modeconfiguration setting?

A. To determine the role the server performs in a cluster

B. To determine whether a server is a development or production server
C. To determine if a server should participate in cluster replication

D. To determine ifa cluster node is enabled or disabled

EfE: A

AR

Thepa.operational. modeproperty inrun.propertiesdefines therole of the nodein a PingAccess deployment (e.
2.,.STANDALONE,CLUSTERED CONSOLE,CLUSTERED CONSOLE REPLICA,ENGINE).
Exact Extract:

"Thepa.operational. modeproperty determines the role of the server in the cluster, such as standalone, console, console replica, or
engine."

* Option Ais incorrect - replication is implicit in certain roles, not controlled directly.

* Option Bis correct - the setting specifies whether the node is admin console, replica, or engine.

* Option Cis incorrect - development vs production is not a fimction of this setting,

* Option Dis incorrect - it does not enable/disable nodes.

Reference:PingAccess Administration Guide -run.properties

E #46
An administrator is integrating a new PingAccess Proxied Application. The target site uses a certificate issued by an internal


https://www.jptestking.com/PAP-001-exam.html

Certificate Authority hosted by the customer. Prior to assigning the certificate group in the Site configuration, which action should the
administrator take to configure PingAccess to trust the certificate?

¢ A. Configure the PingAccess Site to use the Java Trust Store Certificate Group.

¢ B. Import the certificate chain and add it to the Trusted Certificate Group.

e C. Import the certificate chain into Key Pairs and assign it to a new engine listener.

e D. Import the certificate chain into Key Pairs and add it to the Trusted Certificate Group.

IEf#: B

TR

PingAccess must trust the back-end site's certificate to establish TLS. For internally issued certificates, the administrator imports
thecertificate chaininto aTrusted Certificate Group.

Exact Extract:

"When a target site uses an internal CA, import the certificate or chain into a Trusted Certificate Group and assign that group to the
stte."

* Option Ais incorrect - the Java trust store does not contain the internal CA by default.

* Option Bis incorrect - Key Pairs store private keys for SSL termination, not trusted CA certs.

* Option Cis incorrect - engine listeners use key pairs for inbound SSL, not site trust.

* Option Dis correct - the certificate must be imported into Trusted Certificate Groups.

Reference:PingAccess Administration Guide - Trusted Certificate Groups

HE #47
A modified application now requires additional attributes to be passed in the headers. What needs to be modified in order to pass

the additional attributes?

A. HTTP Request Header Rule
B. JWT Identity Mapping

C. Web Session Attribute Rule
D. Header Identity Mapping

IEf#: D

L -

To pass user attributes into HTTP headers for applications, PingAccess usesIdentity Mappings. When attributes need to be passed
specifically as headers, the admmistrator must update theHeader Identity Mapping,

Exact Extract:

"Header identity mappings map attributes froma user's web session to HTTP headers that are then sent to the back-end
application."”

* Option A (HTTP Request Header Rule)is incorrect - this adds or modifies static request headers, not user attributes.

* Option B (Header Identity Mapping)is correct - this maps identity attributes into headers dynamically.

* Option C (JWT Identity Mapping)is incorrect - that's used for passing attributes as claims n JWTs.

* Option D (Web Session Attribute Rule)is incorrect - that is for access control evaluation, not propagation of attributes.
Reference:PingAccess Administration Guide -Identity Mapping (Header Identity Mapping)

E Y #48
An admmistrator needs to reduce the number of archive backups that are maintained in thedata/archivefolder.
Which file does the admnistrator need to modify to make this change?

A. run.properties

B. logdj2.xml

C. log4j2.db.properties
D. jvmrmemory.options

EfE: A

A -
PingAccess retains backup archives of its configuration in thedata/archivedirectory. The number of retained backups is controlled in
therun.propertiesfile.



Exact Extract:

"The number of configuration backups retained in thedata/archivedirectory is controlled by thearchive.
maxCountproperty inrun.properties."

* Option A (log4j2.db.properties)is incorrect; this file controls database logging, not archive retention.
* Option B (jvm-memory.options)is incorrect; this file sets JVM heap and memory arguments.

* Option C (run.properties)is correct - it contains systenrlevel settings includingarchive. maxCount.

* Option D (log4j2.xml)is incorrect; this file configures log appenders and levels, not archive backups.
Reference:PingAccess Administration Guide -Configuration Backup Management
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