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A2 #10
A malware sample alters itself slightly each time it runs to evade signature detection. What technique is this?

A. Steganography
B. Obfuscation

C. Packing
D. Polymorphism

He. D

MY
Polymorphic malware changes its code structure while maintaining functionality.

AE#11
Which of the following are considered threat intelligence sources? (Choose two.)

A. Open-source intelligence (OSINT)
B. Group policy objects

C.ISACs

D. File integrity monitoring

E. Netflow logs

HE: AC

Y.
ISACs and OSINT provide structured and open-source threat intelligence feeds.

HEE#12
A SOC analyst notices a sudden spike in outbound traffic froma server. The traffic is being sent continuously to an unknown
external [P address. Which of'the following BEST describes this behavior?

A. Lateral movement

B. Brute-force attack

C. Data exfiltration

D. Failed command-and-control communication

HE: C

Y.
A sudden and sustained outbound transfer to an unknown IP is a common sign of data exfiltration.

EE#13

A security administrator needs to improve an Al model. During an initial investigation, the administrator notices that two successive
login features are recorded every day, and then a successful login occurs after a specific time interval. All the successful login
attempts have been during office hours.

‘Which of'the following techniques should the administrator use to improve the Al model's security?

A. Vulnerability analysis
B. Access management
C. Pattern recognition
D. Signature matching
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Y.

The admmnistrator is analyzing repeated login behaviors and time-based patterns that precede successful access. Pattern recognition
allows the Al model to detect these behavioral trends, improving its ability to identify anomalies or potential attacks while aligning
with normal office-hour login behavior.

AE#14
A security consultant must summarize the impact of posture management on a machine learning (ML) use case. Which of the
following is the most appropriate reference for this purpose?

A. Generative adversarial network (GAN)

B. Organization for Economic Co-operation and Development (OECD) standards

C. European Union Al Act

D. National Institute of Standards and Technology (NIST) Al Risk Management Framework (RMF)

HE: D

MY
The NIST AI RMF provides structured guidance for assessing and managing risks across the Al lifecycle, including posture
management. It helps organizations align Al security practices with governance, resilience, and trustworthiness requirements.
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