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HE #48
In a time-series prediction task, how does an RNN effectively model sequential data?

¢ A By focusing on the overall sequence structure rather than individual time steps for a more holistic approach.

¢ B. By processing each time step independently, optimizing the model's performance over time.

¢ C. By storing only the most recent time step, ensuring efficient memory usage for real-time predictions

¢ D. By using hidden states to retain context from prior time steps, allowing it to capture dependencies across the sequence.

iIFf@g: D

R -

RNNs model sequential data in time-series tasks by maintaining hidden states that propagate nformation across time steps, capturing
temporal dependencies like trends or seasonality. This memory mechanism allows RNNS to learn from past data, unlike independent
processing or holistic approaches, though they face gradient issues for long sequences. Exact extract: "RNNs use hidden states to
retain context from prior time steps, effectively capturing dependencies in sequential data for time-series tasks." (Reference: Cyber
Security for Al by SISA Study Guide, Section on RNN Architectures, Page 40-43).

ER#49
When dealing with the risk of data leakage in LLMs, which of the following actions is most effective in mitigating this issue?

A. Relying solely on model obfuscation techniques

B. Applying rigorous access controls and anonymization techniques to training data.
C. Allowing unrestricted access to training data.

D. Using larger datasets to overshadow sensitive information.

EfE: B
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Data leakage in LLMs occurs when sensitive information from training data is inadvertently revealed in outputs, posing privacy risks.
Effective mitigation involves strict access controls, such as role-based permissions, and anonymization methods like differential
privacy or tokenization to obscure personal data.

These measures prevent extraction attacks while maintaining model utility. Regular audits and data minimization firther strengthen
defenses. Unlike obfuscation alone, which may not fully protect, combined controls ensure compliance with regulations like GDPR.
Exact extract: "Applying rigorous access controls and anonymization techniques to traming data is most effective in mitigating data
leakage risks in LLMs." (Reference: Cyber Security for Al by SISA Study Guide, Section on Data Security in Al Models, Page
130-

133).



B #50
‘What metric is often used in GenAl risk models to evaluate bias?

¢ A. Accuracy rate without considering demographics.

¢ B. Fairness metrics like demographic parity or equalized odds.
¢ C. Number of parameters in the model.

¢ D. Computational efficiency during training,

IEf#: B

TR

Bias assessment in GenAl employs fairness metrics such as demographic parity (equal outcomes across groups) or equalized odds
(balanced error rates), quantifying disparities in outputs. These metrics guide debiasing techniques, ensuring ethical Al under risk
models. In applications like hiring tools, they prevent discriminatory generations, aligning with regulatory requirements. Exact extract:
"Fairness metrics like demographic parity are used in GenAl risk models to evaluate and mitigate bias." (Reference: Cyber Security
for Al by SISA Study Guide, Section on Bias Assessment Metrics, Page 245-248).

HM #51
How do ISO 42001 and ISO 27563 integrate for comprehensive Al governance?

e A By focusing ISO 42001 on privacy and ISO 27563 on management.

¢ B. By combining Al management with privacy standards to address both operational and data protection needs.
¢ C. Byreplacing each other in different organizational contexts.

e D. By applying only to public sector Al systems.

Ef#: B
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The integration of ISO 42001 and ISO 27563 provides a holistic framework: 42001 for overall Al governance and risk
management, conplemented by 27563's privacy-specific tools, ensuring balanced, compliant Al deployments that protect data while
optimizing operations. Exact extract: "[SO 42001 and ISO 27563 integrate to combine Al management with privacy standards for
comprehensive governance." (Reference:

Cyber Security for Al by SISA Study Guide, Section on Integrating ISO Standards, Page 280-283).

E #52
In a Transformer model processing a sequence of text for a translation task, how does incorporating positional encoding impact the
model's ability to generate accurate translations?

e A It ensures that the model treats all words as equally important, regardless of their position in the sequence.

e B. It speeds up processing by reducing the number of tokens the model needs to handle.

e C. It helps the model distinguish the order of words in the sentence, leading to more accurate translation by maintaining the
context of each word's position.

e D. It simplifies the model's computations by merging all words into a single representation, regardless of their order

Ef: C
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Positional encoding in Transformers addresses the lack of inherent sequential information in self-attention by embedding word order
nto token representations, using finctions like sine and cosine to assign unique positional vectors. This enables the model to
differentiate word posttions, crucial for translation where syntax and context depend on sequence (e.g., subject-verb-object order).
Without it, Transformers treat inputs as bags of words, losing syntactic accuracy. Positional encoding ensures precise contextual
understanding, unlike options that misrepresent its role. Exact extract: "Positional encoding helps Transformers distinguish word
order, leading to more accurate translations by maintaining positional context." (Reference: Cyber Security for Al by SISA Study
Guide, Section on Transformer Components, Page 55-57).

HRF#53
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