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Fortinet FCP - Azure Cloud Security 7.4 Administrator Sample Questions
(Q24-Q29):

NEW QUESTION # 24
Which statement about deploying VMs in a gateway subnet is true?

A. VM are automatically deployed in a gateway subnet

B. VM are not allowed in a gateway subnet

C. VMs can be deployed in a gateway subnet only after you deploy the VPN Gateway
D. VM are required in a gateway subnet

Answer: B

Explanation:

Azure does not allow the deployment of virtual machines (VMs) in a gateway subnet. The gateway subnet is specifically reserved
forAzare VPN Gateway or ExpressRoute Gateway instances, and deploying other resources in it can causegateway deployment or
operation failures.

NEW QUESTION # 25

A Linux server was deployed in a protected subnet with a dynamic IP address. A FortiGate VM in the internal subnet provides
traffic filtering to it. and you must implement a firewall policy using the IP address of the Linux server.

Which feature could help integrate FortiGate using Linux server tags?

A. Software-defined network (SDN) connector
B. Microsoft Entra ID

C. Service Fabric Cluster

D. Targets Management

Answer: A

Explanation:

TheSoftware-defined network (SDN) connectorallows FortiGate to dynamically pull metadata such astags, IP addresses, and
resource groupsfrom Azure resources. This enablesautomatic policy updatesbased on dynamic IP changes, such as those of a Linux
server in a protected subnet.

NEW QUESTION # 26
What are two characteristics of Azure standard public IP addresses? (Choose two.)

A. They require the configuration of NSGs for inbound traffic
B. They can be dynamic or static

C. They can be used with load balancers of any SKU

D. They support the use of availability zones

Answer: B,.D

Explanation:

They support the use of availability zones - Standard public IP addresses are zone-redundant and support availability zone
deployments for high availability.

They can be dynamic or static - Azure standard public IPs can be configured as static or dynamic, offering flexibility based on
deployment needs.

NEW QUESTION # 27
In Microsoft Entra ID, what is the primary administrative unit that represents an organization and its relationship with Microsoft's
cloud services?

¢ A. Microsoft Entra subscription
e B. Microsoft Entra tenant



¢ C. Microsoft Entra organization
¢ D. Microsoft Entra domain

Answer: B

Explanation:

AMiicrosoft Entra tenantis theprimary administrative unitthat represents an organization within Microsoft' s identity platform. It defines
theboundary for identity management, access control, and resource governance, and serves as the core entity that connects the
organization to Microsoft's cloud services such as Azure and Microsoft 365.

NEW QUESTION # 28
What is a key advantage of the branch-to-hub to hub-to-branch topology in an Azure virtual WAN?

A. Increased security through isolated connections between branches and hubs

B. Improved branch-to-branch commumnication for faster data transfer

C. Load balancing enabled by the simultaneous connection of each branch to multiple hubs
D. Enhanced scalability enables communication between branch offices

Answer: B

Explanation:

Thebranch-to-hub to hub-to-branchtopology in Azure Virtual WAN enableseflicient branch-to-branch communicationby routing
traffic through connected hubs. This improvesdata transfer speed and reliability between branches without needing direct connections
between all sites, simplifying management while maintaining performance.

NEW QUESTION # 29
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