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Microsoft Security Operations Analyst Sample Questions (Q79-Q84):

NEW QUESTION # 79

You have an Azure subscription that contains a Microsoft Sentinel workspace named WS1 and 100 virtual machines that run
Windows Server.

Youneed to configure the collection of Windows Security event logs for ingestion to WS1. The solution must meet the following
requirements:

* Capture a full user audit trail including user sign-in and user sign-out events.

* Minimize the volume of events.

* Minimize administrative effort.

Which event set should you select?

A. Custom
B. Common
C. Minimal
D. All events

Answer: B

NEW QUESTION # 80
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You need to use an Azure Resource Manager template to create a workflow automation that will trigger an automatic remediation
when specific security alerts are received by Azure Security Center.

How should you complete the portion of the template that will provision the required Azure resources? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Microsoft Automation
Microsoft Logic
Microsoflt Secunty
“apiVersion®: “2019-01-0l-preview”,
"name™: "[parameters(‘name’)]”,
“location”: “[parameters(‘location’)]”,
“properties”: {
“description”: “[format(variables ( descrfiption’}, ‘{0}', parameters
{*subscriptionId®})]1”,
*isEnabled”: true,
“actions™: [
{
“actionType”: “Leogichpp”,
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] W /workflows/triggers’,

Microsoft Automation

Microsoft Logic

Microsoft Security

parameters ( ‘appName’), ‘manual’}), *2019-05-01").value]”
}
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Answer:
Explanation:
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Microsoft Automation
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“apiversion”: “2019-0l1-0Ol-preview”,

“"name”: “[parameters(‘name’)]”,
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(*subscriptionId’)}}]”,
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parameters ( ‘resourceGroupiName’),
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Microsoft Automation
[MicrosoftLogic,
Microsoft. Security
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“apiVersion”: “2019-01-0l-preview”,
“name"”: “[parameters(‘name’)]”,
“location”: “[parameters(‘location’)]”,
“properties”: {
“description”: “[format (variables(}description’), ‘{0}’, parameters
(*subscriptionId’))]”,
“isgEnabled”: true,
“actions”: [
{ F
“actionType”: “LogicBApp”.,
“logicAppResourceld¥: “[resourceld(‘ITEM2/workflows’, parameters
(*appName’))]",
“uri®: “[list@allbackURL (resourceld (parameters (‘subscriptionId’),
parameters ( ‘resourceGroupName’ ), iv /workflows/triggers’,

Microsoft Automation
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parameters ( ‘appName’ ), ‘manual’), ‘2019=05=01'").value]”
}
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httpsv/docs.microsoft.conven-us/azure/security-center/quickstart-automation-alert

NEW QUESTION # 81
You open the Cloud App Security portal as shown in the following exhibit.
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You need to remediate the risk for the Launchpad app.



‘Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.
Actions Answer Area

Tag the app as Unsanctioned.

Run the script on the source appliance.

[Run the scriptin Azure Cloud Shell J@

Select the app. @

©

|Tag the app as Sanctioned. | .
| Generate a block script. |'- i M | Cros Oft
Answer:
Explanation:
Actions M | cro Sth Answer Area
]_Tag the app as Unsanctioned. j r Select the app: :
[Runthescrpton e scrce appance]| 1| 20108400 2 Unsanctioned. |
e e sl R s | l

e

[ Select the app. j } Run the script on the source appliance. @
ﬁag the app as Sanctioned. |‘
] Generate a block script. J

Explanation:

Actions AlIWEL Ml El?

Tag the app as Unsanctioned. Selectie app.

Run the script on the source appliance. Tag the app as Unsanctioned.

Generate a block script.

@) e atosssam
©)

Run the script in Azure Cloud Sﬁeil.

Select the app. Run the script on the source appliance.

RIS

l'ag the app as Sanctioned.

Generate a block script. |
Reference:
https://docs.microsoft.conven-us/cloud-app-security/governance-discovery

NEW QUESTION # 82

You have an Azure Sentinel deployment.

Youneed to query for all suspicious credential access activities.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.



Actions Answer Area

From Azure Sentinel, select Hunting.

' Select Run All Queries.

© @
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From Azure Sentinel, select Notebooks. |

' Select New Query.

Filter by tactics.

Answer:

Explanation:
Answer Area

From Azure Sentinel select Hunting.

Filter by tactics,

Select Run All Queries.

— Microsoft
1 - From Azure Sentinel,select Hunting.

2 - Filter by tactics.
3 - Select Run All Queries.

NEW QUESTION # 83

You have a Microsoft 365 ES subscription that uses Microsoft Defender XDR.
You have a Microsoft Sentinel workspace.

Microsoft Sentinel connectors are configured as shown in the following table.

Connector __ Collected log
¢ Audit logs
Microsoft Entra ID * Microsoft Grsiph
actiwity logs
® "Microsoft Exchange
i Online
»Mé%ﬁ’?&’ift * Microsoft SharePoint
Online

* Microsoft Teams

You use Microsoft Sentinel to investigate suspicious Microsoft Graph API activity related to Conditional Access policies. You need
to search for the following activities:

* Downloads of the Conditional Access policies by using PowerShell

* Updates to the Conditional Access policies by using the Microsoft Entra admin center Which tables should you query for each
activity? lo answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Canditional Access policy downloads: _MicrosoftGraphActivityloqs
Auditlogs
MicrosoftGraphActivitylogs
DificeActivity

ConditionallAceass policy updates:  AuditLogs and MicrosoftGraphActivitylogs
AuditLogs and MicrosoftGraphActivitylogs
ABEREAGEENd OfficeActivity
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Explanation:



Answer Area

Explanation:

Answer Area

NEW QUESTION # 84
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