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CrowdStrike Certified Falcon Hunter Sample Questions (Q38-Q43):
NEW QUESTION # 38 
To view Files Written to Removable Media within a specified timeframe on a host within the Host Search page, expand and refer to
the _______dashboard panel.

A. Registry, Tasks, and Firewall
B. Command Line and Admin Tools
C. Suspicious File Activity
D. Processes and Services

Answer: C

Explanation:
To view Files Written to Removable Media within a specified timeframe on a host within the Host Search page, you need to expand
and refer to the Suspicious File Activity dashboard panel. The Suspicious File Activity dashboard panel shows information such as
files written to removable media, files written to system directories by non-system processes, files written to startup folders, etc. The
other dashboard panels do not show files written to removable media.

NEW QUESTION # 39 
Which document provides information on best practices for writing Splunk-based hunting queries, predefined queries which may be
customized to hunt for suspicious network connections, and predefined queries which may be customized to hunt for suspicious
processes?

A. Hunting and Investigation
B. Real Time Response and Network Containment
C. Incident and Detection Monitoring
D. Events Data Dictionary

Answer: A

Explanation:
The Hunting and Investigation document provides information on best practices for writing Splunk-based hunting queries, predefined
queries which may be customized to hunt for suspicious network connections, and predefined queries which may be customized to
hunt for suspicious processes. As explained above, the Hunting and Investigation document is a guide that provides sample hunting
queries, select walkthroughs, and best practices for hunting with Falcon. The other documents do not provide the same information.

NEW QUESTION # 40 
Which of the following is an example of a Falcon threat hunting lead?

A. A help desk ticket for a user clicking on a link in an email causing their machine to become unresponsive and have high
CPU usage
B. An external report describing a unique 5 character file extension for ransomware encrypted files
C. Security appliance logs showing potentially bad traffic to an unknown external IP address
D. A routine threat hunt query showing process executions of single letter filename (e.g., a.exe) from temporary directories

Answer: D

Explanation:
A Falcon threat hunting lead is a piece of information that can be used to initiate or guide a threat hunting activity within the Falcon
platform. A routine threat hunt query showing process executions of single letter filename (e.g., a.exe) from temporary directories is
an example of a Falcon threat hunting lead, as it can indicate potential malicious activity that can be further investigated using Falcon
data and features. Security appliance logs, help desk tickets, and external reports are not examples of Falcon threat hunting leads, as
they are not directly related to the Falcon platform or data.

NEW QUESTION # 41 
Which of the following Event Search queries would only find the DNS lookups to the domain: www randomdomain com?



A. event_simpleName=DnsRequest DomainName=randomdomain com ComputerName=localhost
B. event_simpleName=DnsRequest DomainName=www randomdomain com
C. Dns=randomdomain com
D. ComputerName=localhost DnsRequest "randomdomain com"

Answer: B

Explanation:
This Event Search query would only find the DNS lookups to the domain www randomdomain com, as it specifies the exact event
type and domain name to match. The other queries would either find other events or domains that are not relevant to the question.

NEW QUESTION # 42 
You are reviewing a list of domains recently banned by your organization's acceptable use policy. In particular, you are looking for
the number of hosts that have visited each domain. Which tool should you use in Falcon?

A. Bulk Domain Search
B. Create a custom alert for each domain
C. Allowed Domain Summary Report
D. IP Addresses Search

Answer: A

Explanation:
Bulk Domain Search is the tool that you should use in Falcon to review a list of domains recently banned by your organization's
acceptable use policy and look for the number of hosts that have visited each domain. Bulk Domain Search is an Investigate tool that
allows you to search for multiple domains at once and view their network connection events across all hosts in your environment. It
shows information such as domain name, number of hosts visited, number of detections generated, etc. for each domain. Create a
custom alert for each domain, Allowed Domain Summary Report, and IP Addresses Search are not tools that you should use for
this purpose.
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