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yourself. Working in the Fortinet industry, what should you do to improve yourself? In fact, it is a good method to improve yourself
by taking Fortinet certification exams and getting Fortinet certificate. Fortinet certificate is very important certificate, so more and
more people choose to attend FCP_FMG_AD-7.6 Certification Exam.

Fortinet FCP_FMG_AD-7.6 Exam Syllabus Topics:

Topic

Details

Topic 2

Device Manager: This section of the exam measures the skills of Network Security Engineers and focuses
on registering devices within ADOMs and handling device configurations. Candidates also learn how to
nstall changes through scripts and diagnose issues using the revision history.

Topic 3

Administration: This section of the exam measures the skills of System Administrators and covers the
essential features of FortiManager. It includes the mnitial configuration process and the setup of
administrative domains (ADOMS), ensuring smooth system management.

Topic 4

This section of the exam measures the skills of System Administrators and focuses on resolving problens at
different levels of FortiManager. Candidates must troubleshoot deployment scenarios, imports,

nstallations, and both device-level and ADOM-level issues, as well as identify and resolve system
problens effectively.

Topic 5

Advanced Configuration: This section of the exam measures the skills of Network Security Engineers and
includes knowledge of high availability (HA), FortiGuard service configuration, and global database
ADOM settings. These advanced functions help strengthen system reliability and streamline management at
a larger scale.

Topic 6

Policy and Objects: This section of the exam measures the skills of System Administrators and evaluates
their ability to manage policies and objects within FortiManager. It involves ADOM revisions, workspace
mode, and policy imports and installations, emphasizing consistent policy control across networks.

Fortinet FCP - FortiManager 7.6 Administrator Sample Questions (Q23-

Q28):

NEW QUESTION # 23

An administrator, Trainer, who is assigned the Super User profile, is trying to approve a workflow session that was submitted by
another admmistrator, Student. However, Trainer is unable to approve the workflow session.

‘What can prevent an admin account that has Super User rights over the device from approving a workflow session?

Answer: B

Explanation:

A. Trainer must first create their own workflow session to approve student session.
B. Trainer is not a part of workflow approval group.

C. Trainer does not have full rights over this ADOM.

D. Trainer must close Student's workflow session before approving the request.

An administrator must be part of an approval group, and have rights over the ADOM in which the session was created.

NEW QUESTION # 24
Refer to the exhibit. What can you conclude from the downloaded import report?
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Start to import config from device(Remote-FortiGate) vdom(root) to
adom(root), package(Remote-FortiGate_root)

"firewall address",SKIPPED,"(name=all, 0oid=2309, DUPLICATE)"

"firewall address", FAIL,"(name=REMOTE .suBNET; oid2311, =R T INMET
reason=interface((firewall address:REMOTE_SUBNET) any<-port6) binding
fail)”

"firewall policy",FAIL,"(name=1, 0id=3070, reason=interface(interface binding
contradiction. detail: (firewall address:REMOTE_SUBNET) any<-port6) binding
fail)"

¢ A FortiManager will change the configuration of REMOTE _SUBNET to match the interface mapping coming in from
Remote-FortiGate.

¢ B. FortiManager does not support per-device mapping for firewall addresses.

e (. The admnistrator will see a new policy package named Remote-FortiGate root in the FortiManager ADOM database.

e D. As aresult of this policy import process, FortiManager will create a new firewall address called REMOTE _SUBNET in
the ADOM database.

Answer: C

Explanation:
The import report shows that a new policy package named Remote-FortiGate root will be created in the FortiManager ADOM
database, but some firewall addresses and policies failed to import due to interface binding conflicts.

NEW QUESTION # 25
An admmnistrator notices that CLI scripts are failing on some FortiGate devices because they use different FortiOS versions.
Which two actions should the administrator take to fix the failing CLI scripts? (Choose two.)

A. Modify the CLI scripts to include conditional commands based on FortiOS version.
B. Create version-specific CLI script groups and assign them to the appropriate devices.
C. Create separate ADOMs for each FortiOS version.

D. Disable CLI scripts for devices using older firmware.

Answer: A,.B

Explanation:

When FortiGate devices run different FortiOS versions, some CLI commands may be unsupported or behave differently across
versions, causing scripts to fail.

C is correct because FortiManager CLI scripts can include conditional logic (for example, checking the FortiOS version) so only
compatible commands are executed on each device.

D is correct because organizing version-specific CLI script groups ensures that each FortiGate device receives scripts that match its
FortiOS version, preventing command incompatibility.

NEW QUESTION # 26
Refer to the exhibit.
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An administrator has created a firewall address object that is used in multiple policy packages for multiple FortiGate devices in an
ADOM.

After the installation operation is performed, which IP/netmask will be installed on Remote-Firewall

[VDOMT1] for the LAN firewall address object?

e A.10.10.10.5/255.255.255.255
e B.172.16.5.0/255.255.255.0

e C.172.16.5.20/255.255.255.255
e D.21.21.2.5/255.255.255.255

Answer: D



Explanation:
The per-device mapping overrides the global [P/netmask setting for the firewall address object. For the device
"Remote-Firewall," the mapped [P/netmask is 21.21.2.5/255.255.255.255, so this value will be installed on Remote-Firewall

[VDOMI].

NEW QUESTION # 27

An administrator configures a new BGP peer in the FortiManager device-level database of FortiGate. They reinstall the policy
package to the managed FortiGate device without any errors.

However, when the administrator logs in to FortiGate, they do not see the BGP configuration changes. What is the most likely
reason why FortiManager did not push the BGP peer changes to FortiGate?

A. The FortiGate firmware version is different from the FortiManager ADOM version.

B. The administrator must run a sanity check on FortiManager to make sure the database is not corrupted.
C. The administrator must use the Install Wizard and select Install device settings only to push BGP settings
D. Fortigate has a BGP template assigned on the FortiManager database.

Answer: D

Explanation:
Ifa BGP template is assigned to the FortiGate device on FortiManager, device-level BGP configurations made directly in the
device-level database are overridden by the template settings, so the changes do not get pushed to the device.

NEW QUESTION # 28
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