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B #20
What is a key advantage of the branch-to-hub to hub-to-branch topology in an Azure virtual WAN?

A. Increased security through isolated connections between branches and hubs

B. Enhanced scalability enables commumication between branch offices

C. Load balancing enabled by the simultaneous connection of each branch to multiple hubs
D. Improved branch-to-branch communication for faster data transfer

IEfE: D

R -

Thebranch-to-hub to hub-to-branchtopology in Azure Virtual WAN enablesefficient branch-to-branch commumicationby routing
traffic through connected hubs. This improvesdata transfer speed and reliability between branches without needing direct connections
between all sites, simplifying management while maintaining performance.

R #21
What are two characteristics of Azure standard public IP addresses? (Choose two.)

A. They require the configuration of NSGs for inbound traffic
B. They can be used with load balancers of any SKU

C. They can be dynamic or static

D. They support the use of availability zones

IE%: C\ D

fiE it

They support the use of availability zones - Standard public IP addresses are zone-redundant and support availability zone
deployments for high availability.

They can be dynamic or static - Azure standard public IPs can be configured as static or dynamic, offering flexibility based on
deployment needs.

B #22
Refer to the exhibit.

[ rarc. e e
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J— Unux web servers

Your company runs front-end web servers in Azure. Youneed to deploy a Linux VM to be used as a web server.

To protect your web servers with a web application firewall (WAF), you deploy FortiWeb to secure applications from web-based
attacks.

‘Which FortiWeb operation mode can you implement for this scenario?

® A Reverse proxy
e B. Passive monitoring



e C. True transparent proxy
e D. Transparent inspection

EfE: A

R -

TheReverse Proxymode is the most appropriate FortiWeb operation mode for this scenario. In this mode, FortiWeb sits between
internet users and the Linux web servers, terminating client connections and then forwarding requests to the backend servers. This
enablesdeep inspection, protection from web attacks (like SQL injection and XSS), andfull WAF functionality, making it ideal for
securing front-end web servers exposed to the internet.

B #23
Refer to the exhibit.



In an expanding corporation, the different branches share resources connecting to Azure through Azire VPN Gateway and
ExpressRoute Gateway.

Which Azure solution can you implement to simplify and centralize the seamless sharing of the dynamic routing between FortiGate
VMs and branches?

e A. Azure Virtual WAN
e B. Azure Virtual Hub
e C. Azure Route Server



¢ D. Azure Traffic Manager
EfE: C

fEERA -

Aziure Route Serversimplifies dynamic routing by allowing yourFortiGate VMsto exchange BGP routes directly with Azure's
networking fabric. This eliminates the need to manually update route tables and enables seamless, centralized commumnication
between on-premises branches and Azure resources through bothVPN GatewayandExpressRoute Gateway.

HA #24
You deployed a FortiGate active-active with ELB/ILB solution using the template from Azure Marketplace.
What is the purpose of the inbound NAT rules configured in the external load balancer in this deployment?

¢ A To load balance the incoming traffic between both FortiGate VMs
® B. To allow administrative access to the FortiGate VMs

e (. To filter mbound traffic before it reaches the FortiGate instances

e D. To forward the health probes to both FortiGate VMs

Ef#: B

A :

In anactive-active FortiGate ELB/ILB deployment, theinbound NAT rulesconfigured on theexternal load balancerare used toallow
admmistrative access (e.g., HITPS, SSH)to the individual FortiGate VMs. Since the public IP is associated with the load balancer,
NAT rules are required tomap specific ports to backend FortiGate instancesfor management access.
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