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Professional-Cloud-Security-Engineer &% 5% 5 & (Q34-Q39):

HH #34

Your organization uses BigQuery to process highly sensitive, structured datasets. Following the "need to know" principle, you need
to create the Identity and Access Management (IAM) design to meet the needs of these users:

* Business user must access curated reports.

* Data engmneer: must administrate the data lifecycle in the platform

* Security operator: must review user activity on the data platform

What should you do?

e A. Generate a CSV data file based on the business user’s needs, and send the data to their email addresses.
¢ B. Configure data access log for BigQuery services, and grant Project Viewer role to security operators.
e (. Set row-based access control based on the "region" colurmn, and filter the record from the United States for data

engineers.
e D. Create curated tables in a separate dataset and assign the role roles/bigquery.dataViewer.

IEf#: D

A -

This option directly addresses the needs of the business user who must access curated reports. By creating curated tables in a
separate dataset, you can control access to specific data. Assigning the roles/bigquery.dataViewer role allows the business user to
view the data in BigQuery.

H #35

Your organization needs to restrict the types of Google Cloud services that can be deployed within specific folders to enforce
compliance requirenments You must apply these restrictions only to the designated folders without affecting other parts of the
resource hierarchy You want to use the most efficient and simple method What should you do?

¢ A Create a global organization policy at the organization level with the "Restrict Resource Service Usage" constraint and
apply exceptions for other folders

¢ B. Create an organization policy at the folder level using the "Restrict Resource Service Usage" constraint and define the
allowed services per folder

¢ C. Implement IAM conditions on service account creation within each folder

¢ D. Configure VPC Service Controls perimeters around each folder and define the allowed services within the perimeter

Ef#: B

A -

The problem requires restricting the types of Google Cloud services that can be deployed within specific folders to enforce
compliance, without affecting other parts of the resource hierarchy, using the most efficient and simple method Organization Policies:
Organization policies allow you to define centralized, programmatic controls over your Google Cloud resources They apply
hierarchically, meaning a policy set on a folder applies to all projects and resources within that folder and its descendants Restrict
Resource Service Usage Constrant: This specific organization policy constraint is designed precisely for controlling which Google
Cloud services can be used (and thus deployed/created resources for) within a given part of the resource hierarchy It supports both
allowlists and denylists of service API identifiers Extract Reference: '"The Restrict Resource Service Usage constraint controls the
runtime access to all in-scope resources" and "This constraint can be used in two mutually exclusive ways: Denylist - resources of
any service that isn't denied are allowed Allowlist - resources of any service that isn't allowed are denied" (Google Cloud
Documentation: "Restricting resource usage | Resource Manager Documentation” - https/cloudgooglecom/resource-
manager/docs/organization-policy/restricting-resources) Folder-Level Application: Applying this organization policy at the folder
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level directly meets the requirement of applying restrictions "only to the designated folders without affecting other parts of the
resource hierarchy" This is more efficient and simpler than applying a global policy with numerous exceptions Let's evaluate the other
options:

B Implement IAM conditions on service account creation within each folder: TAM conditions control permissions for who can do
what While they can be used for very fine-grained access control, they are not designed to restrict the types of services that can be
deployed directly Controlling service account creation doesn't prevent a user with appropriate permissions from deploying other
resources C Create a global organization policy and apply exceptions: While technically possible, this is less efficient and simple if the
goal is to only restrict specific folders Managing exceptions for the entire rest of the organization would be more complex than simply
applying the policy directly where it's needed D Configure VPC Service Controls perimeters around each folder: VPC Service
Controls primarily prevent data exfiltration and restrict API access at a network perimeter level They are not designed to restrict
which types of Google Cloud services can be deployed within a project or folder; rather, they control how allowed services interact
with each other and with external endpoints

HM #36

Your teamneeds to make sure that a Compute Engine instance does not have access to the internet or to any Google APIs or
services.

Which two settings must remain disabled to meet these requirements? (Choose two.)

A. TP Forwarding

B. Public IP

C. Static routes

D. IAM Network User Role
E. Private Google Access

Ef#: B. E

fEEL:

Option A: because per GCP documentation, "Prevent internet access to instances by setting them up with only a private IP address"
meaning no public IPs.

Option C: because VM instances that only have internal [P addresses (no external IP addresses) can use Private Google Access.
They can reach the external IP addresses of Google APIs and services.

https7//cloud. google.com/vpc/docs/configure-private-google-access

R #37

Your company has deployed an artificial intelligence model in a central project As this model has a lot of sensitive intellectual
property and must be kept strictly isolated from the internet, you must expose the model endpoint only to a defined list of projects in
your organization What should you do?

e A Activate Private Google Access in both the model project as well as in each project that needs to connect to the model
Create a firewall policy to allow connectivity to Private Google Access addresses

¢ B. Within the model project, create an internal Application Load Balancer that points to the model endpoint Expose this load
balancer with Private Service Connect to a configured list of projects

¢ C. Within the model project, create an external Application Load Balancer that points to the model endpoint Create a Cloud
Armor policy to restrict IP addresses to Google Cloud

e D. Create a central project to host Shared VPC networks that are provided to all other projects Centrally administer all
firewall rules in this project to grant access to the model

EfE: B

AR :

The problem requires exposing a sensitive Al model endpoint internally (strictly isolated from the internet) to a defined list of projects
within the organization Internal Exposure and Isolation: An "internal Application Load Balancer" is suitable for exposing services
within your VPC network, ensuring they are not accessible from the internet Private Service Connect (PSC): This is the key
technology for securely and privately exposing services from one VPC network (the service producer, where the model is) to other
VPC networks (the service consumers, the defined list of projects) within the same or different organizations PSC allows consurmers
to access services using internal [P addresses, with traffic remaining on Google's private network You can configure a service
attachment that points to the internal load balancer, and then permit specific consumer projects to connect to this service
attachmentExtract Reference: "Private Service Connect is a capability of Google Cloud networking that allows consumers to access
managed services privately from inside their VPC network Similarly, it allows managed service producers to host these services in



their own separate VPC networks and offer a private connection to their consurmers” (Google Cloud Documentation: "Private
Service Connect | VPC" - httpsy/cloudgooglecom/vpc/docs/private-service-connect) Extract Reference: "Private Service Connect
endpoints are internal [P addresses in a consumer VPC network that can be directly accessed by clients in that network Endpoints
are created by deploying a forwarding rule that references a service attachment or a bundle of Google APIs" (Google Cloud
Documentation: "About Private Service Connect | VPC" - httpsz/cloudgooglecom/vpc/docs/private-service-connect) Extract
Reference: "Private Service Connect can be used to access managed services that are owned by Google, third-party software as a
service (SaaS) companies, or other tearms within the consurmer's own company Both published services and Google APIs can be
targets of Private Service Connect" (Google Cloud Documentation: "About Private Service Connect | VPC" -
https/cloudgooglecom/vpc/docs/private-service-connect) Let's evaluate the other options:

A Shared VPC and central firewall rules: While Shared VPC centralizes network management, it does not provide a direct managed
service exposure mechanism like PSC for a model endpoint to specific projects It's more about sharing subnets and network
resources Administering all firewall rules centrally would also not meet the need for exposing only this specific model to a defined list
of projects in a managed, private service pattern B Activate Private Google Access (PGA): Private Google Access allows VMs
without external [P addresses to access Google APIs and services (like Cloud Storage, BigQuery, etc) privately from within their
VPC network It's for consuming Google services, not for exposing custom services hosted in a Google Cloud project to other
projects D External Application Load Balancer + Cloud Armor: An "external Application Load Balancer" exposes the service to the
internet While Cloud Armor can restrict access based on IP addresses, it still involves internet exposure, which contradicts the
"strictly isolated from the internet" requirement Restricting to "Google Cloud IP addresses" doesn't guarantee access only to a
defined list of projects and still exposes the service externally Therefore, creating an internal Application Load Balancer and
exposing it via Private Service Connect is the most suitable and secure solution for this scenario

HM #38

Your team wants to make sure Compute Engine instances running in your production project do not have public IP addresses. The
frontend application Compute Engine instances will require public IPs. The product engineers have the Editor role to modify
resources. Your team wants to enforce this requirerment.

How should your team meet these requirements?

A. Set up a VPC network with two subnets: one with public IPs and one without public IPs.

B. Remove the Editor role and grant the Compute Admin IAM role to the engineers.

C. Enable Private Access on the VPC network in the production project.

D. Set up an organization policy to only permit public IPs for the front-end Compute Engine instances.

IEf#: D
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