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A2 #243

A company operates an ecommerce website on Amazon EC2 instances behind an Application Load Balancer (ALB) in an Auto
Scaling group. The site is experiencing performance issues related to a high request rate from illegitimate external systems with
changing IP addresses. The security team is worried about potential DDoS attacks against the website. The company must block the
illegitimate incoming requests in a way that has a minimal impact on legitimate users.

‘What should a solutions architect recommend?

A. Deploy Amazon GuardDuty and enable rate-limiting protection when configuring GuardDuty.
B. Deploy AWS WAF, associate it with the ALB, and configure a rate- limiting rule.

C. Deploy Amazon Inspector and associate it with the ALB.

D. Deploy rules to the network ACLs associated with the ALB to block the incoming traffic.
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This answer is correct because it meets the requirements of blocking the illegitimate incoming requests in a way that has a minimal
impact on legitimate users. AWS WAF is a web application firewall that helps protect your web applications or APIs against
common web exploits that may affect availability, compromise security, or consume excessive resources. AWS WAF gives you
control over how traffic reaches your applications by enabling you to create security rules that block common attack patterns, such
as SQL mjection or cross-site scripting, and rules that filter out specific traffic patterns you define. You can associate AWS WAF
with an ALB to protect the web application from malicious requests. You can configure a rate-limiting rule in AWS WAF to track
the rate of requests for each originating IP address and block requests from an IP address that exceeds a certain limit within a five-
minute period. This way, you can mitigate potential DDoS attacks and improve the performance of your website.

References:

https’//docs.aws.amazon.com/waf/latest/developerguide/what-is-aws-waf html
https’//docs.aws.amazon.com/waf/latest/developerguide/waf-rule- statement- type-rate-based. html

AE #244

A company is deploying a new application on Amazon EC2 instances. The application writes data to Amazon Elastic Block Store
(Amazon EBS) volumes. The company needs to ensure that all data that is written to the EBS volumes is encrypted at rest.
‘Which solution wil meet this requirement?

e A Create the EBS volumes as encrypted volumes Attach the EBS volumes to the EC2 instances.

¢ B. Create an AWS Key Management Service (AWS KMS) key policy that enforces EBS encryption in the account Ensure
that the key policy is active.

¢ C. Create an IAM role that specifies EBS encryption. Attach the role to the EC2 instances.

¢ D. Create an EC2 instance tag that has a key of Encrypt and a value of True. Tag all instances that require encryption at the
ESS level
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The solution that will meet the requirement of ensuring that all data that is written to the EBS volumes is encrypted at rest is B.
Create the EBS volumes as encrypted volumes and attach the encrypted EBS volumes to the EC2 instances. When you create an
EBS volume, you can specify whether to encrypt the volume. If you choose to encrypt the volume, all data written to the volume is
automatically encrypted at rest using AWS- managed keys. You can also use customer-managed keys (CMKSs) stored in AWS
KMS to encrypt and protect your EBS volumes. You can create encrypted EBS volumes and attach them to EC2 instances to
ensure that all data written to the volumes is encrypted at rest.

HE #245
True or False: When you add a rule to a DB security group, you do not need to specify port number or protocol

e A TRUE
e B FALSE
e C. Depends on the RDMS used



HE: A

EE #246
Can I attach more than one policy to a particular entity?

A. Only if within GovCloud
B. Yes always

C. No

D. Only if within VPC
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HE #247
‘When using the following AWS services, which should be implemented in mutltiple Availability Zones for high availability solutions?
Choose 2 answers

A. Amazon Simple Storage Service

B. Amazon Elastic Compute Cloud

C. Amazon Elastic Load Balancing

D. Amazon DynamoDB

E. Amazon Simple Notification Service
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