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Many people now want to obtain the AZ-500 certificate. Because getting a certification can really help you prove your strength,
especially in today's competitive pressure. The science and technology are very developed now. If you don't improve your soft
power, you are really likely to be replaced. Our AZ-500 Exam Preparation can help you improve your uniqueness. And our AZ-
500 study materials contain the most latest information not only on the content but also on the displays.

Microsoft AZ-500 exam is a certification exam that focuses on Microsoft Azure Security Technologies. AZ-500 examis designed
for professionals who are responsible for managing and securing cloud services and solutions on the Azure platform. AZ-500 Exam
measures the candidate's knowledge and skills in implementing security controls, managing identity and access, protecting data, and
responding to security incidents.
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We provide the update freely of AZ-500 Exam Questions within one year and 50% discount benefits if buyers want to extend
service warranty after one year. The old client enjoys some certain discount when buying other exam materials. We update the AZ-
500 guide torrent frequently and provide you the latest study materials which reflect the latest trend in the theory and the practice. So
you can master the Microsoft Azure Security Technologies test guide well and pass the exam successfully. While you enjoy the
benefits we bring you can pass the exam.

Microsoft Azure Security Technologies Sample Questions (Q266-Q271):

NEW QUESTION # 266

You need to deploy AKSI to meet the platform protection requirements.

‘Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

NOTE: More than one order of answer choices is correct. You will receive credit for any of the correct orders you select.

Actions Answer Area

Deplayan AKS clusterg
L

Create a client application.

Create a server application.

- _— —

Create an RBAC binding.

Create a custom RBAC role.

Answer:

Explanation:
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Actions Answer Area

Deploy an AKS cluster. ' Create a server application.

Create a client application. Create a client application.

Create a server application. Deploy an AKS cluster.

Create an RBAC binding. Create an RBAC binding.

IVITCTO S
Create a custom

Create a server application.

Create a client application.

Deploy an AKS cluster.

Microsoft

Create an RBAC binding.

Scenario: Azure AD users must be to authenticate to AKS1 by using their Azure AD credentials.

Litewire plans to deploy AKS1, which is a managed AKS (Azure Kubernetes Services) cluster.

Step 1: Create a server application

To provide Azure AD authentication for an AKS cluster, two Azure AD applications are created. The first application is a server
component that provides user authentication.

Step 2: Create a client application

The second application is a client component that's used when you're prompted by the CLI for authentication.

This client application uses the server application for the actual authentication of the credentials provided by the client.

Step 3: Deploy an AKS cluster.

Use the az group create command to create a resource group for the AKS cluster.

Use the az aks create command to deploy the AKS cluster.

Step 4: Create an RBAC binding,

Before you use an Azure Active Directory account with an AKS cluster, you must create role-binding or cluster role-binding, Roles
define the permissions to grant, and bindings apply themto desired users. These assignments can be applied to a given namespace,
or across the entire cluster.

Reference:

https:/docs.microsoft.com/en-us/azure/aks/azure-ad-ntegration



NEW QUESTION # 267

You have three Azure subscriptions and a user named Userl.

You need to provide Userl with the ability to manage and view costs for the resources across all three subscriptions. The solution
must use the principle of least privilege.

‘Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

NOTE: More than one order of answer choices is correct. You will receive credit for any of the correct orders you select.

Actions

Create a management group.

Add the three subscriptions to the management group._

Assign User1 the Global administrator role.

Assign User1 the Owner role for thesmanagement
group.
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Explanation:
Create a management gﬁ'-\ 2. M I C rO S Oft ';smﬂ User1 the Cost Management Reader role for the
1'"._ ¥ management group.
Assign User1 the Owner role for the management LY Ft

2 Agzign User the Global administrator role

group. @
Assign User1 the Cost Management Contributor role for e 3 Add the three subscriptions to the management group.
the management group.

NEW QUESTION # 268

You have an on-premises datacenter.

You have an Azure subscription that contains a virtual machine named VM1. VMI is connected to a virtual network named VNet1.
VNetl is connected to the on-premises datacenter by using a Site-to-Site (S2S) VPN.

You plan to create an Azure storage account named storagel and Appl.

Youneed to ensure that network commumnication to each resource meets the following requirements:

* Connections to App1 nmust be allowed only from corporate network NAT addresses.

* Connections from VNetl to storagel must use the Microsoft backbone network.

* The solution nust minimize costs.

‘What should you configure for each resource? To answer, drag the appropriate components to the correct resources. Each
component may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view
content.

NOTE: Each correct selection is worth one point.



Components Answer Area

A private endpoint storaget:

A service endpoint
2 App1:

Azure Private Link

An access restriction rule |
I

Answer:
Explanation:
Components Answer Area

—————
| A private endpoint h storage1: | A private endpoint

Components Answer Area
A private endpoint | storage1: | A private endpoint

A service endpoint | P
ppl: | Azure Private Link

An access restriction rule |

Azure Private Link |

NEW QUESTION # 269

Lab Task

use the following login credentials as needed:

To enter your usernamne, place your cursor in the Sign in box and click on the username below.

To enter your password. place your cursor in the Enter password box and click on the password below.

Azire Username: Userl -2868104 1 @ExamUsers.com

Azure Password: GpOAe4@IDg

Ifthe Azure portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser tab.
The following information is for technical support purposes only:

Lab Instance: 28681041

Task 4

You need to ensure that a user named user2-28681041 can manage the properties of the virtual machines in the RG11od28681041
resource group. The solution must use the principle of least privilege.

Answer:

Explanation:

To ensure that a user named user2-28681041 can manage the properties of the virtual machines in the RG11od28681041 resource
group using the principle of least privilege, you can follow these steps:

In the Azure portal, search for and select the resource group named RG11lod28681041.

In the left pane, select Access control IAM).

Select Add.

In the Add role assignment pane, enter the following information:

Role: Select the appropriate role for your scenario. For example, Virtual Machine Contributor.
Assign access to: Select User, group, or service principal.

Select: Enter the name of the user you want to assign the role to. For example, user2-28681041.
Select Save.
httpsz/docs.microsoft.conven-us/azure/role-based-access-control/role-assignments-portal



NEW QUESTION # 270

You have an Azure subscription.

You create an Azure web app named Contoso1812 that uses an S1 App service plan.

You create a DNS record for www.contoso.com that points to the IP address of Contoso1812.
You need to ensure that users can access Contoso1812 by using the httpsz//www.contoso.com URL.
Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Turn on the system-assigned managed identity for Contoso1812.
B. Add a deployment slot to Contoso1812.

C. Scale out the App Service plan of Contoso1812.

D. Add a hostname to Contoso1812.

E. Scale up the App Service plan of Contoso1812.

Answer: D.E

Explanation:

Explanation

B: You can configure Azure DNS to host a custom domain for your web apps. For example, you can create an Azure web app and
have your users access it using either www.contoso.com or contoso.comas a fully qualified domain name (FQDN).

To do this, you have to create three records:

A root "A" record pointing to contoso.com

A root "TXT" record for verification

A "CNAME" record for the www name that points to the A record

E: To map a custom DNS name to a web app, the web app's App Service plan must be a paid tier (Shared, Basic, Standard,
Premium or Consumption for Azure Functions). I Scale up the App Service plan: Select any of the non-free tiers (D1, B1, B2, B3,
or any tier in the Production category).

References:

https’/docs.microsoft.comven-us/azure/dns/dns-web-sites-custom-domain

Topic 1, Contoso

This is a case study. Case studies are not timed separately. You can use as much exam time as you would like to conplete each
case. However, there may be additional case studies and sections on this exam. You must manage your time to ensure that you are
able to complete all questions included on this exam in the time provided.

To answer the questions included in a case study, you will need to reference information that is provided in the case study. Case
studies might contain exhibits and other resources that provide more information about the scenario that is described in the case
study. Each question is independent of the other question on this case study.

At the end of this case study, a review screen will appear. This screen allows you to review your answers and to make changes
before you move to the next sections of the exam. After you begin a new section, you cannot return to this section.

To start the case study

To display the first question on this case study, click the Next button. Use the buttons in the left pane to explore the content of the
case study before you answer the questions. Clicking these buttons displays information such as business requirements, existing
environment, and problem statements. Ifthe case study has an All Information tab, note that the information displayed is identical to
the information displayed on the subsequent tabs. When you are ready to answer a question, click the Question button to return to
the question.

Overview

Contoso, Ltd. is a consulting company that has a main office n Montreal and two branch offices in Seattle and New York.

The company hosts its entire server infrastructure in Azure.

Contoso has two Azure subscriptions named Sub1 and Sub2. Both subscriptions are associated to an Azure Active Directory
(Azure AD) tenant named contoso.com.

Technical requirements

Contoso identifies the following technical requirements:

* Deploy Azure Firewall to VNetWork1 in Sub2.

* Register an application named App2 in contoso.com

* Whenever possible, use the principle of least privilege.

* Enable Azure AD Privileged Identity Management (PIM) for contoso.com

Existing Environment

Azre AD

Contoso.com contains the users shown in the following table.



Name City B N i crdReleft
User1 Montreal Global administrator
User2 MONTREAL | Security administrator
User3 London Privileged roie administrator
User4 Ontario Application administrator
User5 Seattle Cloud application administrator
User6 Seatlie User administrator
User7 Sydney Reports reader
User8 Sydney None
Contoso.com contains the security groups shown in the following table.
Name Membership type Dynamic membership rule
Group1 Dynamic user user.city —contains “ON"
Group2 Dynamic user user.city —-matchamiXon” .
Subl

Sub1 contains six resource groups named RG1, RG2, RG3, RG4, RGS, and RG6.
User?2 creates the virtual networks shown in the following table.

Name Resource group
VNET1 RG1
VNET2 RG2
VNET3 RG3
VNETAViicrosoft] RG4

Sub1 contains the locks shown in the following table.

Lock type
Delete
Read-only
Delete
Read-only

Subl contains the Azure policies shown in the following table.

Policy definition;, Resource type Scope

Allowed resource /e8| etwbrkSecurityGroups RG4
Not allowed resource virtualNetworks/subnets RGS5
types
Not allowed resource networksSecurityGroups RG5
types

Not allowed resource virtualNetworks/virtualNetworkPeerings | RG6
types

Sub2

Name Subnet
VNetwork1 Subnet1.1, Subnet1.2 and Subent1.3
VNetwork2" i {-:Subnet2.1

Sub2 contains the virtual machines shown in the following table.

iﬁfm::; Application security group Connected to
NIC1 ASG1 Subnet1.1
NIC2 ASG2 Subnet1.1
NIC3 None Subnet1.2
NICd ., ,- ASG1 Subnet1.3
NICS VI A TOPNonel Subnet2.1

All virtual machines have the public IP addresses and the Web Server (IIS) role installed. The firewalls for each virtual machine
allow ping requests and web requests.
Sub2 contains the network security groups (NSGs) shown in the following table.



Name Associated to
NSG1:0 NICZ
NSG2 Subnet1.1
NSG3 Subnet1.3
NSG4 Subnet2.1

NSGl has the nbound security rules shown in the following table.

Priority Port ProtocoiPsO'l Source Destination Action
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzurelLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG2 has the inbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
100 80 TCP Internet VirtualNetwork | Allow
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzurelLoadBalancer | Any Allow
65500 VI|AAnySOTL | Any Any Any Deny

NSG3 has the imbound security rules shown in the following table.

Priority Port Protocol Source Destipation Agtion
100 Any TCP ASG1 ASGY LT Ubaliowt
150 Any Any ASG2 VirtualNetwork | Allow
200 Any Any Any Any Deny
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzureLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSG4 has the nbound security rules shown in the following table.

Priority Port Protocol Source /i -y Destination Action
100 Any Any Any Any Allow
65000 Any Any VirtualNetwork VirtualNetwork | Allow
65001 Any Any AzurelLoadBalancer | Any Allow
65500 Any Any Any Any Deny

NSGI, NSG2, NSG3, and NSG4 have the outbound security rules shown in the following table.

Priority Port Protocol Source Destination Action
65000 Any Any VirtualNetwork VirtualNetwork [ Allow
65001 Any Any Any Internet Allow
65500 Any AR CrioAny Any Deny

Contoso identifies the following technical requirements:

* Deploy Azure Firewall to VNetwork1 in Sub2.

* Register an application named App2 in contoso.com

* Whenever possible, use the principle of least privilege.

* Enable Azare AD Privileged Identity Management (PIM) for contoso.com.

NEW QUESTION # 271

Our AZ-500 learing guide is very efficient tool in the world. As is known to us, in our moderm world, everyone is looking for to do
things faster, better, smarter, so it is no wonder that productivity hacks are ncredibly popular. So we must be aware of the
importance of the study tool. In order to promote the learning efficiency of our customers, our AZ-500 Training Materials were
designed by a lot of experts from our company. You can totally rely on our AZ-500 study materials.
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