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Google Associate Cloud Engineer Exam Sample Questions (Q120-Q125):

NEW QUESTION # 120

You recently discovered that your developers are using many service account keys during their development process. While you
work on a long term improvement, you need to quickly implement a process to enforce short-lived service account credentials in
your company. You have the following requirements:

* All service accounts that require a key should be created in a centralized project called pj-sa.

* Service account keys should only be valid for one day.

You need a Google-recommended solution that minimizes cost. What should you do?

e A Enforce an org policy constraint allowing the lifetime of service account keys to be 24 hours. Enforce an org policy
constraint denying service account key creation with an exception on pj-sa.

e B. Enforce a DENY org policy constraint over the lifetime of service account keys for 24 hours. Disable attachment of service
accounts to resources in all projects with an exception to pj-sa.

e C. Implement a Kubernetes Cronjob to rotate all service account keys periodically. Disable attachment of service accounts to
resources in all projects with an exception to pj-sa.

e D. Implement a Cloud Run job to rotate all service account keys periodically in pj-sa. Enforce an org policy to deny service
account key creation with an exception to pj-sa.

Answer: A

Explanation:

According to the Google Cloud documentation, you can use organization policy constraints to control the creation and expiration of
service account keys. The constraints are:

* constraints/iam.allowService AccountK eyCreation: This constraint allows you to specify which projects or folders can create
service account keys. You can set the value to true or false, or use a condition to apply the constraint to specific service accounts.
By setting this constraint to false for the organization and adding an exception for the pj-sa project, you can prevent developers from
creating service account keys in other projects.

* constraints/iam.serviceAccountK eyMaxLifetime: This constraint allows you to specify the maximum lifetime of service account
keys. You can set the value to a duration in seconds, such as 86400 for one day. By setting this constraint to 86400 for the
organization, you can ensure that all service account keys

* expire after one day.

These constraints are recommended by Google Cloud as best practices to minimize the risk of service account key misuse or
compromise. They also help you reduce the cost of managing service account keys, as you do not need to implement a custom
solution to rotate or delete them

References:

* 1: Associate Cloud Engmneer Certification Exam Guide | Learn - Google Cloud

* 5: Create and delete service account keys - Google Cloud

* Organization policy constraints for service accounts

NEW QUESTION # 121

You have a number of applications that have bursty workloads and are heavily dependent on topics to decouple publishing systerms
from consuming systens. Your company would like to go serverless to enable developers to focus on writing code without worrying
about infrastructure. Your solution architect has already identified Cloud Pub/Sub as a suitable alternative for decoupling systems.
You have been asked to identify a suitable GCP Serverless service that is easy to use with Cloud Pub/Sub. You want the ability to
scale down to zero when there is no traffic in order to minimize costs. You want to follow Google recommended practices. What
should you suggest?

A. Cloud Run
B. Cloud Run for Anthos
C. Cloud Functions.

D. App Engmne Standard
Answer: C

Explanation:
Cloud Functions is Google Cloud's event-driven serverless compute platform that lets you run your code locally or in the cloud
without having to provision servers. Cloud Functions scales up or down, so you pay only for compute resources you use. Cloud
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Functions have excellent integration with Cloud Pub/Sub, lets you scale down to zero and is recommended by Google as the ideal
serverless platform to use when dependent on Cloud Pub/Sub. "If you're building a simple API (a small set of functions to be
accessed via HTTP or Cloud Pub/Sub), we recommend using Cloud Functions." Ref: httpsz/cloud.google.com/serverless-options

NEW QUESTION # 122
You need to monitor resources that are distributed over different projects in Google Cloud Platform. You want to consolidate
reporting under the same Stackdriver Monitoring dashboard. What should you do?

¢ A For each project, create a Stackdriver account. In each project, create a service account for that project and grant it the
role of Stackdriver Account Editor in all other projects.

¢ B. Configure a single Stackdriver account for one of the projects. In Stackdriver, create a Group and add the other project
names as criteria for that Group.

e C. Configure a single Stackdriver account, and link all projects to the same account.

e D. Use Shared VPC to connect all projects, and link Stackdriver to one of the projects.

Answer: C

Explanation:

‘When you mtially click on Monitoring(Stackdriver Monitoring) it creates a workspac(a stackdriver account) linked to the
ACTIVE(CURRENT) Project from which it was clicked.

Now if you change the project and again click onto Monitoring it would create an another workspace(a stackdriver account) linked
to the changed ACTIVE(CURRENT) Project, we don't want this as this would not consolidate our result nto a single
dashboard(workspace/stackdriver account).

If'you have accidently created two diff workspaces merge them under Monitoring > Settings > Merge Workspaces > MERGE.
If'we have only one workspace and two projects we can simply add other GCP Project under Monitoring > Settings > GCP
Projects > Add GCP Projects.

https/cloud. google.com/monitoring/settings/multiple-projects

Nothing about groups https/cloud.google.comymonitoring/settings?hi=en

NEW QUESTION # 123

You need to extract text from audio files by using the Speech-to-Text API. The audio files are pushed to a Cloud Storage bucket.
You need to implement a fully managed, serverless compute solution that requires authentication and aligns with Google-
recommended practices. You want to automate the call to the API by submitting each file to the API as the audio file arrives in the
bucket. What should you do?

¢ A. Runa Kubernetes job to scan the bucket regularly for incoming files, and call the Speech-to-Text API for each
unprocessed file.

e B. Create an App Engine standard environment triggered by Cloud Storage bucket events to submit the file URI to the
Google Speech-to-Text APL

e C. Create a Cloud Function triggered by Cloud Storage bucket events to submit the file URI to the Google Speech-to-Text
APL

¢ D. Run a Python script by using a Linux cron job in Compute Engine to scan the bucket regularly for mcoming files, and call
the Speech-to-Text API for each unprocessed file.

Answer: B

NEW QUESTION # 124

Youneed to migrate invoice documents stored on-premises to Cloud Storage. The documents have the following storage
requirements:

* Documents must be kept for five years.

* Up to five revisions of the same mvoice document must be stored, to allow for corrections.

* Documents older than 365 days should be moved to lower cost storage tiers.

You want to follow Google-recommended practices to minimize your operational and development costs.

‘What should you do?

¢ A. Enable retention policies on the bucket, and use Cloud Scheduler to invoke a Cloud Function to move or delete your
documents based on their metadata.



¢ B. Enable object versioning on the bucket, use lifecycle conditions to change the storage class of the objects, set the number
of versions, and delete old files.

¢ C. Enable retention policies on the bucket, use lifecycle rules to change the storage classes of the objects, set the number of
versions, and delete old files.

¢ D. Enable object versioning on the bucket, and use Cloud Scheduler to invoke a Cloud Functions instance to move or delete
your documents based on their metadata.

Answer: C

NEW QUESTION # 125
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