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EC-COUNCIL EC-Council Digital Forensics Essentials (DFE) Sample
Questions (Q22-Q27):

NEW QUESTION # 22

Kane, an investigation specialist, was appointed to mnvestigate an incident in an organization's network. In this process, Kane
executed a command and identified that a network interface is running in the promiscuous mode and is allowing all incoming packets
without any restriction.

In the above scenario, which of the following commands did Kane use to check whether the network interface is set to the
promiscuous mode?

A. ifconfig <interface name>
B. netstat -1

C. nmap -sT localhost

D. ipconfig <interface name>

Answer: A

Explanation:

Promiscuous mode is a network iterface configuration in which the NIC passesall observed framesto the operating system, not only
frames addressed to that host's MAC address. In mvestigations, this matters because promiscuous mode is commonly enabled
bypacket sniffers, certain intrusion tools, or misconfigured monitoring software, and it can indicate covert traffic capture on a host.
On UNIX/Linux systems, the traditional command used to view interface flags and status isifconfig < nterface name>. When an
mterface is set to promiscuous mode, ifconfigdisplays aPROMISCtlag in the interface's status line, allowing an investigator to confirm
whether the NIC is accepting all frames. This directly matches Kane's goal of checking if the interface is running in promiscuous
mode.

The other commands do not provide this specific interface flag.nmap -sT localhostscans for open TCP ports, not interface
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modes.ipconfigis a Windows command (and does not take an interface name in that form to show PROMISC status), and it
primarily reports IP configuration.netstat -ishows network interface statistics (packets, errors, drops) but typically does not explicitty
indicate promiscuous mode. Therefore, the correct command isifconfig <interface name> (C).

NEW QUESTION # 23

Below is an extracted Apache error log entry.

"[Wed Aug 28 13:35:38.878945 2020] [core:error] [pid 12356:tid 8689896234] [client 10.0.0.8] File not found:
/images/folder/pic.jpg" Identify the element in the Apache error log entry above that represents the IP address from which the
request was made.

A0

B. 1

C. 13:35:38.878945
D. 10.0.0.8

Answer: D

Explanation:

Apache error logs record key metadata about server-side events in a structured format that is widely used in web attack
investigations. In the provided entry, each bracketed field represents a specific attribute: the first bracket contains the timestamp, the
next contains the module and severity (e.g.,coreerror), then the process

/thread identifiers (pidandtid), followed by the client identifier. The client field is explicitly labeled[client ...], and it captures thesource
IP address(or sometimes hostname) that initiated the HTTP request which resulted in the logged error.

Here,[client 10.0.0.8]indicates that the request originated from IP address10.0.0.8. This is the critical element mnvestigators use to
attribute suspicious activity (such as probing for missing files, scanning directories, or exploitation attempts) to a specific network
source. The other values are not the client IP:13:35:38.878945is the time component of the timestamp,12356is the Apache process
ID, and8689896234is the thread ID handling the request. Therefore, the IP address from which the request was made is10.0.0.8

(©).

NEW QUESTION # 24
Which of the following types of phishing attacks allows an attacker to exploit instant messaging platforms by employing IM as a tool
to spread spam?

A. Spear phishing
B. Whaling

C. Spimming
D. Pharming

Answer: C

Explanation:

Spimmingis defined in digital forensics and cybercrime references asspam over instant messaging (IM). It is a social-engineering
variant where attackers use instant messaging platforms (and sometimes chat apps) to deliver unsolicited bulk messages containing
malicious links, fraudulent offers, credential-harvesting lures, or malware downloads. Because IM messages are often delivered in
real time and can appear to come from known contacts (via compromised accounts), spimming can achieve higher click-through
rates than traditional email spam. For investigators, spimming incidents commonly leave artifacts such as chat logs, message
timestamps, sender identifiers, embedded URLs, and sometimes downloaded payload traces on the endpoint.

These artifacts help establish attacker infrastructure (domains, IPs), victim interaction (click events, file creation), and timeline
correlation with network logs.

The other options do not match the "IM as a tool to spread spam'" description. Whalingtargets high-profile individuals via highly
tailored phishing, typically email-based. Pharmingredirects users to fraudulent websites (often via DNS or host-file manipulation)
without relying on bulk IM spam Spear phishings targeted phishing toward specific individuals or groups, not necessarily IM spam
Therefore, the phishing/spam attack that exploits instant messaging platforms isSpimming (C).

NEW QUESTION # 25
Below are the various steps involved in forensic readiness planning.
Keep an incident response team ready to review the incident and preserve the evidence.



Create a process for documenting the procedure.

Identify the potential evidence required for an incident.

Determine the sources of evidence.

Establish a legal advisory board to guide the investigation process.

Identify if the incident requires full or formal nvestigation.

Establish a policy for securely handling and storing the collected evidence.

Define a policy that determines the pathway to legally extract electronic evidence with minimal disruption.
Identify the correct sequence of steps involved in forensic readiness planning,

A, 2--53-->1->4e>6-->5-->T-->8
B. 1-->2-->3-->4-->5.->6-->7-->8
C. 3> 1542555850 ->6-->7
D. 3-->4-->8-->7-->6-->2-->5-->1

Answer: D

Explanation:

Forensic readiness planning focuses on ensuring an organization canlegally, efficiently, and reliablycollect usable digital evidence
before an incident occurs. The planning sequence typically begins by definingwhat evidence would be neededto support likely
incidents (3) and then mappingwhere that evidence residesacross systemns, services, logs, endpoints, and network components (4).
Once evidence needs and sources are known, readiness requires alegally compliant extraction pathwaythat mmimizes business
disruption and prevents evidence contamination (8). After defining extraction, an organization must formalizesecure handling and
storage policies(chain of custody, access control, retention, integrity protection) so collected evidence remains admissible and
trustworthy (7).

With those foundations in place, the organization can define decision criteria forwhen an event becomes a formal nvestigationand
triggers deeper forensic procedures (6). A structureddocumentation processis then set so actions taken during acquisition and
analysis are repeatable and defensible (2). Governance is reinforced by establishinglegal oversight/advisory supportto ensure
compliance with jurisdictional requirements and internal policy (5). Finally, the plan is operationalized by ensuring anincident
response teamis preparedto preserve evidence promptly when incidents occur (1). Hence, 3#4#8#7#6#2#5#11s the correct
sequence.

NEW QUESTION # 26

Bob, a forensic investigator, is investigating a live Windows system found at a crime scene. In this process, Bob extracted subkeys
containing information such as SAM, Security, and software using an automated tool called FTK Imager.

Which of the following Windows Registry hives' subkeys provide the above nformation to Bob?

A.HKEY LOCAL MACHINE
B. HKEY CURRENT CONFIG
C. HKEY CURRENT USER
D. HKEY CLASSES ROOT

Answer: A

Explanation:

In Windows forensics, the Registry is organized into logical root keys ("hives") that aggregate configuration and security data. The
itens named in the question-SAM,SECURITY, andSOFTWARE-aresystem-wide registry hivesstored on disk (typically under the
systemi's configuration directory) and loaded at runtime underHKEY LOCAL MACHINE (HKLM). Investigators rely on these
hives because they contain high- value evidence: theSAMhive stores local account database information (including user and group
identifiers and credential-related material), theSECURITYhive holds system security policy and LSA-related settings, and
theSOFTWAREhive contains installed software, application configuration, and many operating system settings relevant for program
execution and persistence analysis.

Tools likeFTK Imagercan extract these hives (or their live-memory representations) during triage to preserve volatile context and
enable offline parsing while maintaining evidentiary integrity. The other root keys do not match these specific

hivessHKEY CURRENT USER:s per-user profile data, HKEY CURRENT CONFIGreflects current hardware profile,
andHKEY CLASSES ROOTis primarily file associatio/COM class mapping (largely derived from HKLM\Software\Classes and
HKCU\Software\Classes). Therefore, the correct hive root that provides SAM, SECURITY, and SOFTWARE subkeys

isSHKEY LOCAL MACHINE (B).

NEW QUESTION # 27
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