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Google Professional Chrome Enterprise Administrator Certification Exam
Sample Questions (Q43-Q48):

NEW QUESTION # 43

To reduce risk, an organization is required to mamntain a minimum Chrome browser version. The organization allows updates but
finds that not all browsers are within one major version of the stable release.

Which policy option would help an admin enforce Chrome browser updates to the latest major stable version via automatic
updates'?

A. Rollback to target version
B. Relaunch notification

C. Comporent updates

D. Auto-update check period

Answer: D

Explanation:

While not directly stating "enforce to the latest major stable version," the "Auto-update check period" policy, when configured
appropriately (shorter intervals), ensures that devices check for andapply updates more frequently. This increases the likelihood of
browsers reaching and staying closer to the latest stable version over time. "Rollback to target version" is for reverting updates,
"Component updates" manages specific browser components, and "Relaunch notification prompts users to restart after an update.

NEW QUESTION # 44

Company A uses an extension that is critical to business operations The company currently pins the version of the extension They
received an updated version of the extension that delivers new functionality The Chrome administrator notices that the new version
now requests all available permissions, while the previous version only requested four permissions Which action should the Chrome
administrator recommend to address this security issue?

A. Use the extension's blocked hosts list to block access to risky websites

B. Customize permissions for the extension to match the permissions of the previous version

C. Block the extension until a new version is available that requires fewer permissions

D. Continue using version pinning until the company contacts the developer for more information on the code change

Answer: C

Explanation:

A significant increase in requested permissions in a new version of a critical extension poses a security risk.

The most prudent action is to block the updated extension until the administrator can verify the necessity of the new permissions or
until a less permissive version is released. Version pinning (option D) only delays the issue and doesn't address the potential risk in
the new version. Blocking specific hosts (option A) doesn't limit the extension's overall capabilities. Customizing permissions (option
C) is generally not possible for Chrome extensions managed through the Google Admin console.

NEW QUESTION # 45

A company is reviewing the permissions of extensions that are popular among employees The security team wants to make sure all
extensions in the environment have these capabilities disabled:

* Modify to internal home page: “internal.acme.com’
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* Access to the storage

* Access to history

‘Which actions should be taken in the company default extension Permissions and URLSs fields to meet the security team's
requirerments?

A. Add "*.acme.com’ to runtime blocked hosts; Enable storage permission; Enable history permission

B. Add “internal.acme.com’ to runtime blocked hosts; Enable storage permission; Enable history permission
C. Add "*.acme.com’ to runtime blocked hosts; Disable storage permission; Disable history permission

D. Add ‘internal.acme.com' to runtime blocked hosts; Disable storage permission; Disable history permission

Answer: C

Explanation:

To prevent extensions from modifying the internal homepage, the administrator should add **.acme.com’ to the "Runtime blocked
hosts" list. The wildcard *** ensures that any attempt to access or modify this domain by an extension will be blocked at runtime.
Additionally, to disable access to storage and history, the admnistrator needs to explicitly disable the "Storage" and "History"
permissions within the extension management settings. Therefore, the correct combination is to block the host and disable the
permissions.

NEW QUESTION # 46

An admmistrator identifies that the next major Chrome release, Chrome 130, has an issue with oneof their critical business
applications. The company's Chrome browsers are currently on version 129.0.6568.91. The administrator needs to prevent
browsers from updating to Chrome 130, while allowing continued updates within the Chrome 129 major version.

Which target version prefix should the admmistrator use in the updates setting to achieve this?

A 129"
B. 129.
C. 129(
D.0

Answer: B

Explanation:

To target all updates within the 129 major version, the administrator should use the target version prefix *129.

*. This tells Chrome to stay within the 129 branch and accept minor updates (like 129.0.x.y to 129.1.x.y) but not to upgrade to the
next major version (130). The other options are not the correct syntax for specifying a major version prefix for target updates.

NEW QUESTION # 47

The cyber risk teamis conducting a review of software permissions The team needs an export of all installed browser extensions
with a medium or high risk score and more than five permissions Where in the Google Admin console can an administrator generate
this list?

A. Reporting -> Audit and Investigation -> Chrome Insights Report
B. Chrome Browser -> Reports -> Apps & extensions usage

C. Chrome Browser -> Managed Browser -> All Browsers

D. Chrome Browser -> Apps & Extensions -> All Browsers

Answer: B

Explanation:

The "Chrome Browser -> Reports -> Apps & extensions usage" section in the Google Admin console provides detailed information
about installed extensions, including permissions and a risk assessment (if available through integrated security features). This report
allows administrators to filter and analyze extensions based on their risk score and the number of permissions they request, enabling
them to identify extensions that meet the cyber risk teanis criteria.

NEW QUESTION # 48
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