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FEY Z Hh R 1
¢ FSSO Deployment and Troubleshooting: This section of the exam measures the skills of a Systems
FEw 21 Integrator and covers the practical deployment of FSSO solutions and techniques for troubleshooting
common issues.

¢ PKI and FortiAuthenticator as a CA: This section of the exam measures the skills of a PKI Specialist and
FEY 22 covers the use of FortiAuthenticator as a Certificate Authority (CA) within a Public Key Infrastructure

(PKI).

e Managing Users and Troubleshooting Authentication: This section of the exam measures the skills of a
. Technical Support Specialist and covers advanced user management techniques and methods for

MEY 73 . . . R

diagnosing and resolving authentication issues.

FEY 2 4 e 802.1X Authentication
¢ Two-Factor Authentication: This section of the exam measures the skills of a Security Engineer and covers
FEwy 25 the implementation and configuration of two-factor authentication using FortiTokens and other verification
methods.

e Administrative Users and High Availability: This section of the exam measures the skills of a System
FEY 2 6 Engineer and covers the management of administrative user accounts and the implementation of high
availability configurations to ensure system reliability and redundancy.
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Administering and Authenticating Users: This section of the exam measures the skills of a Security
Administrator and covers the processes for creating, managing, and authenticating user accounts within the

FeEw 27
7 FortiAuthenticator system.

Introduction and Initial Configuration: This section of the exam measures the skills of a Network Security
Administrator and covers the foundational setup and basic configuration of FortiAuthenticator, including

FEY 78 . . . .
mitial deployment steps and system preparation for identity management services.

Certificate Management: This section of the exam measures the skills of a Certificate Manager and covers
bEYZ9 the admmnistration of digital certificates, including issuance, renewal, and revocation processes.

e FSSO Process and Methods: This section of the exam measures the skills of a Network Architect and
covers the Fortinet Single Sign-On (FSSO) framework, including its processes and various deployment

FEY Z 10
7 methods.

¢ FIDO2 Authentication: This section of the exam measures the skills of a Modern Authentication Specialist
hEY 7 11 and covers the setup and use of FIDO2 standards for passwordless authentication.

e This section of the exam measures the skills of a Network Security Engineer and covers the configuration
bEY 7 12 of FortiAuthenticator for wired and wireless 802.1X authentication using supported EAP methods.
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E R #94
What does PKI stand for in the context of certificate management?

A. Personal Key Identification
B. Public Key Integration

C. Private Key Infrastructure
D. Public Key Infrastructure

IEfE: D

B #95
What is the purpose of configuring administrative accounts and roles in FortiAuthenticator?

A. To automatically generate passwords for all users

B. To restrict all users from accessing the system

C. To allow only guest users to have administrative privileges
D. To delegate specific admmistrative tasks to different users
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B #96
Which two protocols are the default management access protocols for admmnistrative access for FortiAuthenticator? (Choose two)

A. SSH
B. HTTPS
C. Telnet
D. SNMP

EfE: A. B

HH #97
When configuring two-factor authentication (2FA) in FortiAuthenticator, which of the following factors can be used together?

A. Something a user knows and something a user has
B. Two biometric factors

C. Something a user has and something a user does
D. Something a user is and something a user does

IEf#: A

HR #98
You have implemented two-factor authentication to enhance security to sensitive enterprise systemns.
How could you bypass the need for two-factor authentication for users accessing form specific secured networks?

A. Enable Adaptive Authentication in the portal policy.

B. Enable the Resolve user geolocation from their IP address option in the authentication policy.
C. Specify the appropriate RADIUS clients in the authentication policy.

D. Create an admin realm in the authentication policy.
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