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Salesforce Certified Identity and Access Management Architect Sample
Questions (Q206-Q211):
NEW QUESTION # 206 
When designing a multi-branded Customer Identity and Access Management solution on the Salesforce Platform, how should an
identity architect ensure a specific brand experience in Salesforce is presented?

A. The Audience ID, which can be set in a shared cookie.
B. Add a custom parameter to the service provider's OAuth/SAML call and implement logic on its login page to apply
branding based on the parameters value.
C. Provide a brand picker that the end user can use to select its sub-brand when they arrive on salesforce.
D. The Experience ID, which can be included in OAuth/Open ID flows and Security Assertion Markup Language (SAML)
flows as a URL parameter.

Answer: D

NEW QUESTION # 207 
Northern Trail Outfitters (NTO) is launching a new sportswear brand on its existing consumer portal built on Salesforce Experience
Cloud. As part of the launch, emails with promotional links will be sent to existing customers to log in and claim a discount. The
marketing manager would like the portal dynamically branded so that users will be directed to the brand link they clicked on;
otherwise, users will view a recognizable NTO- branded page.
The campaign is launching quickly, so there is no time to procure any additional licenses. However, the development team is
available to apply any required changes to the portal.
Which approach should the identity architect recommend?

A. Configure an additional community site on the same org that is dedicated for the new brand.
B. Use Heroku to build the new brand site and embedded login to reuse identities.
C. Create a full sandbox to replicate the portal site and update the branding accordingly.
D. Implement Experience ID in the code and extend the URLs and endpoints, as required.

Answer: D

Explanation:
Todynamically brand the portal so that users will be directed to the brand link they clicked on, the identity architect should
recommend implementing Experience ID in the code and extending the URLs and endpoints, as required. Experience ID is a
parameter that can be used to identify different brands or experiences within a single Experience Cloud site (formerly known as
Community). Dynamic branding is a feature that allows Experience Cloud sites to display different branding elements, such as logos,
colors,or images, based on the Experience ID or other criteria. By implementing Experience ID in the code, the identity architect can
provide a consistent and personalized brand experience for each user without creating multiple sites or sandboxes.
References: Experience ID, Dynamic Branding for Experience Cloud Sites

NEW QUESTION # 208 
Universal Containers (UC) is looking to purchase a third-party applicationas an Identity Provider. UC is looking to develop a
business case for the purchase in general and has enlisted an Architect for advice. Which two capabilities of an Identity Provider
should the Architect detail to help strengthen the business case?
Choose2 answers

A. The Identity Provider can authenticate multiple social media accounts.
B. The Identity provider can store credentials for multiple applications.
C. The Identity Provider can authenticate multiple applications.
D. The Identity Provider can centralize enterprise password policy.

Answer: C,D

Explanation:
The two capabilities of an identity provider that the architect should detail to help strengthen the business case are that the identity
provider can authenticate multiple applications and that the identity provider can centralize enterprise password policy. These
capabilities can provide benefits such as reducing login friction, improving user experience, enhancing security, and simplifying



administration. Option B is not a good choice because the identity provider can authenticate multiple social media accounts may not
be relevant for UC's business case, as it does not specify how UC will use social media for its identity management. Option C is not
a good choice because the identity provider can store credentials for multiple applications may not be desirable or secure for UC's
business case, as it may imply that theidentity provider is using password vaulting or federation rather than single sign-on (SSO) or
identity federation. References: Identity Management Concepts, [Single Sign-On Implementation Guide]

NEW QUESTION # 209 
Universal containers (UC) would like to enable SAML-BASED SSO for a salesforce partner community. UC has an existing ldap
identity store and a third-party portal. They would like to use the existing portal as the primary site these users access, but also want
to allow seamless access to the partner community. What SSO flow should an architect recommend?

A. Web server
B. User-Agent
C. Sp-Initiated
D. IDP-initiated

Answer: D

NEW QUESTION # 210 
Universal Containers (UC) has implemented SSO according to the diagram below. uses SAML while Salesforce Org1 uses OAuth
2.0. Users usually start their day by first attempting to log into Salesforce Org 2 and then later in the day, they will log into either the
Financial System or CPQ system depending upon their job position. Which two systems are acting as Identity Providers?

A. Pingfederate
B. Salesforce Org 2
C. Financial System
D. Salesforce Org 1

Answer: A,D

Explanation:
These are the systems that are acting as identity providers (IdPs) in the SSO scenario. An IdP is a trusted provider that enables a
customer to use single sign-on (SSO) to access other websites5. In this case, Pingfederate and Salesforce Org 1 are the IdPs that
authenticate the users and issue SAML assertions or OAuth tokensto the service providers (SPs). The SPs are the websites that
hostapps and rely on the IdPs for authentication5. In this case, Salesforce Org 2, Financial System, and CPQ Systemare the SPs
that receive the SAML assertions or OAuth tokens from the IdPs and grant access to the users.
Option A is incorrect because Financial System is not an IdP, but an SP. It does not authenticate the users, but receives SAML
assertions from Pingfederate. Option C is incorrect because Salesforce Org 2 is not an IdP, but an SP. It does not authenticate the
users, but receives OAuth tokens from Salesforce Org 1.
References: 5: Identity Providers and Service Providers - Salesforce 6: Salesforce as Service Provider and Identity Provider for
SSO

NEW QUESTION # 211
......
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