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Questions (Q106-Q111):

NEW QUESTION # 106

You are deploying a Kubernetes cluster in a public cloud environment and are considering using a managed container registry service
offered by the Cloud provider. What are the security considerations you Should take into account before Choosing a managed
container regjstry service?

Answer:

Explanation:

Solution (Step by Step) :

1. Data Security: Ensure that the managed container registry service has strong encryption mechanisms in place for data at rest and in

transit Verity if they support encryption keys managed by you or if they provide their own key management service.

2. Access Control and Authentication: Check the service's access control policies and authentication mechanisms. Verify if you can

enforce granular access permissions for different users and roles and whether you can integrate with your existing identity

management systems.

3. Vulnerability Scanning; Determine if the managed container registry service includes built-in vulnerability scanning capabilities. If

not, consider using third-pany tools that can integrate with the service.

4. Compliance and Certification: Evaluate whether the managed container registry service complies with relevant security standards

and certifications, such as ISO 27001, SOC 2, or PCIDSS.

5. Service Availability: Consider the service's availability and redundancy guarantees. Evaluate the providers SLAS for uptime and

performance.

6. Auditing and Logging: Check it the managed container registry service provides comprehensive auditing and logging features to

track access patterns and identify potential security breaches.

7. Data Residency and Sovereignty: If you have data residency or sovereignty requirements, ensure that the managed container

registry service can fulfill those requirements.

8. Open Source Components: Review the open-source components used by the managed contaner registry service. Ensure that

these components are regularly updated and patched to mitigate security risks.

9. Data Backup and Recovery: Determine how data backups are handled. Ensure that you have access to backups and a clear

recovery plan.

# Example Security Considerations for  Public Cloud Container Redlari N L 3
Google Container Registry (GIR) sl

& |
# Data Security: Data at reést is encrypted with Google-managed keys.

2 Access Control and Authentication: Supports I&4M (Identifty end Access Management) for fine-grained access contral.
s

Vulnerability Scanning: Offers a built-in vulnerability sedoner.
Complisnce: Compliasnt with IS0 27801, SOC 3, and PCIDSS.
(Similar considerations for Amazon ECR and Azure Container Registry)

=

NEW QUESTION # 107

Analyze and edit the given Dockerfile

FROM ubuntulatest

RUN apt-get update -y

RUN apt-install nginx -y

COPY entrypoint.sh /

ENTRYPOINT ["/entrypoint.sh']

USER ROOT

Fixing two instructions present in the file being prominent security best practice issues Analyze and edit the deployment manifest file
apiVersion: vl kind: Pod metadata:

name: security-context-demo-2

spec:

securityContext:

runAsUser: 1000

containers:

- name: sec-ctx-demo-2

image: ger.io/google-samples/node-hello:1.0

securityContext:

runAsUser: 0

privileged: True

allowPrivilegeEscalation: false

Fixing two fields present in the file being prominent security best practice issues Don't add or remove configuration settings; only
modify the existing configuration settings Whenever you need an unprivileged user for any of the tasks, use user test-user with the
user id 5487



¢ A. Send us your Feedback on this.

Answer: A

NEW QUESTION # 108
Create a RuntimeClass named gvisor-rc using the prepared runtime handler named runsc.
Create a Pods of image Nginx in the Namespace server to run on the gVisor runtime class

Answer:

Explanation:

Install the Runtime Class for gVisor
{# Step 1: Install a RuntimeClass
cat <<EOF | kubectl apply -f-
apiVersion: node.k8s.io/vlbetal
kind: RuntimeClass

metadata:

name: gvisor

handler: runsc

EOF

}

Create a Pod with the gVisor Runtime Class
{ # Step 2: Create a pod

cat <<EOF | kubectl apply -f -
apiVersion: vl

kind: Pod

metadata:

name: nZinx-gvisor

spec:

runtimeClassName: gvisor
containers:

- name: nginx

mage: nginx

EOF

}

Verify that the Pod is running

{ # Step 3: Get the pod

kubectl get pod nginx-gvisor -o wide
}

NEW QUESTION # 109

SIMULATION

Given an existing Pod named test-web-pod running in the namespace test-system Edit the existing Role bound to the Pod's Service
Account named sa-backend to only allow performing get operations on endpoints.

Create a new Role named test-system-role-2 in the namespace test-system, which can perform patch operations, on resources of
type statefulsets.

Create a new RoleBinding named test-system-role-2-binding binding the newly created Role to the Pod's ServiceAccount sa-
backend.

e A, Send us your feedback on this.

Answer: A

NEW QUESTION # 110

Your Kubernetes cluster iS running a web application that requires access to a database hosted on an external Cloud provider.
Describe how you can secure the connection between the application and the database using TLS/SSL encryption and identity-
based authentication.



Answer:

Explanation:

Solution (Step by Step) :

1. Configure TLS/SSL Encryption:

- Generate Certificate: Obtain a TLS/SSL certificate froma trusted certificate authority (CA) or use a self-signed certificate for
development purposes-

- Install Certificate on Database Server: Install the certificate on the database server, making it available to the database service.
- Configure Database Service: Configure the database service to accept connections only over TLS/SSL.

- Configure Application Container:

- Mount Certificate: Mount the TLS/SSL certificate into the application container as a secret.

- Configure Application Code: Update the application code to use the certificate when connecting to the database.

2. Implement Identity-Based Authentication:

- Create Database User: Create a dedicated database user specifically for the web application.

- Grant Permissions: Grant appropriate permissions to the database user, limiting access to the necessary tables and data.

- Use Authentication Plugin: Configure the database service to use an authentication plugin that supports identity-based
authentication.

- Generate Database Credentials: Generate database credentials (usemame and password) for the application.

- Store Credentials Secretly: Store the database credentials securely as a Kubernetes secret.

- Access Credentials from Application: Configure the application to access the database credentials from the secret.

3. Comnect Application to Database:

- Configure Connection String: Update the application's connection string to use TLS/SSL and the database user credentials.

- Exanple Connection String;

jdbc:postgresql//database-host:5432/database-name?sstrue&ssimode=require&user=app user&password=app-password
4. Security Considerations:

- Certificate Validation: Ensure the certificate is validated by the application to prevent man-in-the-middle attacks.

- Secure Credential Management: Implement strong security measures to protect the database credentials stored as secrets.

- Access Control: Limit access to the database to only authorized users and applications.

- Network Isolatiom Consider using network policies to isolate the web application from other workloads and restrict unnecessary
network traffic.

NEW QUESTION # 111
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