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NEW QUESTION # 147 
In which phase of an incident response plan are incidents prioritized?

A. Preparation
B. Containment, eradication, and recovery
C. Post-incident activity
D. Detection and analysis

Answer: D

Explanation:
During the detection and analysis phase, incidents are identified, triaged, categorized, and prioritized based on impact and urgency.
This ensures resources are allocated appropriately.

NEW QUESTION # 148 
The common term used to describe the mechanisms that control the temperature and humidity in a data center

A. STAT (system temperature and timing)
B. TAWC (temperature and water control)
C. VLAN (virtual local area network)
D. HVAC (heating, ventilation and air conditioning)

Answer: D

NEW QUESTION # 149 
Security controls protecting against fire, floods, and earthquakes are:

A. Physical controls
B. Logical controls
C. Technical controls
D. Administrative controls

Answer: A

Explanation:
Physical controls such as fire suppression systems, flood barriers, and seismic bracing protect facilities and equipment from
environmental threats.

NEW QUESTION # 150 
A device typically accessed by multiple users, often intended for a single purpose, such as managing email or web pages.

A. Switch
B. Laptop
C. Router
D. Server

Answer: D

NEW QUESTION # 151 
A company wants to ensure that its employees can evacuate the building in case of an emergency. Which physical control is best
suited?

A. Exit signs
B. Emergency lighting
C. Emergency exit doors
D. Fire alarms



Answer: C

Explanation:
Emergency exit doors are a critical physical control designed to ensure safe and rapid evacuation during emergencies such as fires or
earthquakes. These doors are typically clearly marked, unobstructed, and may include panic bars to allow easy exit without special
knowledge or tools.
Fire alarms alert occupants, exit signs provide direction, and emergency lighting improves visibility, but none of these physically
enable evacuation. Exit doors directly support life safety by allowing people to leave the building quickly and safely. Life safety is the
highest priority in physical security design, and exit doors are mandatory under building and fire safety codes.
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