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HA #23
‘Which BIG-IP feature allows you to customize traffic management?

A. Pool

B. SSL Profile
C. Rule

D. Route

EM: C
W

iRules are used to define custom traffic management behavior based on user-defined conditions and actions.

B #24
Refer to the exhibit.
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‘What traffic will be permitted to reach the BIG-IP?

e A FTP
e B.SSH
o C. Telnet

IEf%: B

it

The exhibit shows the configuration of aSelf TPwith:

* Port Lockdown: Allow Custom

* ACustom Listthat includes the following TCP ports:
*443

*22

Meaning of these ports:

* TCP 443# HTTPS (TMUI - web-based management)
* TCP 22# SSH (command-line remote access)

No other TCP, UDP, or protocol entries are listed; therefore, only these two services are allowed to reach the BIG-IP via this Self
IP.

Evaluating the answer choices:

Option

Service

Port

Allowed?

FTP

TCP 21

Not listed

#Not allowed

SSH

TCP 22

Listed

#Allowed

Telnet

TCP 23

Not listed

#Not allowed

Thus,SSHis the only traffic permitted through this Self TP configuration.

HR #25

A BIG-IP Administrator needs to verify the state of equipment in the data center.
A BIG-IP appliance has a solid yellow indicator on the status LED.

How should the administrator interpret this LED indicator?

A. Appliance is a standby member in a device group

B. Appliance is halted or in End-User Diagnostic (EUD) mode
C. A power supply is NOT operating properly

D. A warning-level alarm condition is present

IEf@E: D

HH #26
A BIG-IP device will be dedicated to finctioning as a WAF, requiring only the ASM module to be provisioned. What provisioning
level will ensure that the system allocates all CPU, memory, and disk resources to this module exclusively?

A. Maximal

B. Dedicated

C. Comprehensive
D. Nominal



EM: B
s

Provisioning defines how BIG-IP allocates system resources to modules. The provisioning levels include:

Dedicated - allocates all CPU, memory, and disk resources to a single module Nominal - standard resource allocation balanced with
other modules Minimal - lowest level, used for basic utility needs None - module disabled Comprehensive / Maximal - not valid
TMOS provisioning levels Why "Dedicated" is correct When a BIG-IP device is intended to run only ASM (Web Application
Firewall), the recommended way to maximize performance is to provision the module at Dedicated level.

With ASM: Dedicated:

ASM receives the entire hardware capacity

No other modules can or should be provisioned

This is explicitly recommended when a device is used solely as a WAF platform

B #27
The Port Lockdown feature prevents unwanted connection attempts to a Self IP. Which three types of connection attempts are
unaffected by Port Lockdown settings?

e A Defined virtual server traffic, Internet Control Message Protocol (ICMP), Centralized Management Infrastructure (CMI)
e B. Defined virtual server traffic, Secure Shell (SSH), Centralized Management Infrastructure (CMI)
e C. Centralized Management Infrastructure (CMI), Secure Shell (SSH), Internet Control Message Protocol (ICMP)

Ef: A

A -

Port Lockdown controls which ports and protocols a Self TP will respond to.

However, certain traffic types bypass Port Lockdown for BIG-IP functionality and routing integrity.
The three types that are NOT affected by Port Lockdown are:

1. Defined Virtual Server Traffic

Traffic destined to a Self TP that matches a configured virtual server is always accepted by the BIG-IP, regardless of Port
Lockdown settings.

This ensures that traffic processing does not break when administrators restrict Self-IP ports.

2. ICMP (Internet Control Message Protocol)

ICMP (such as ping, traceroute responses, etc.) always passes through a Self IP even when Port Lockdown is set to:
Allow Default

Allow None

Allow Custom

F5 allows ICMP for reachability and diagnostic purposes independent of Port Lockdown rules.

3. Centralized Management Infrastructure (CMI)

CMI includes the internal HA services used for:

Device Trust

ConfigSync

Failover

Mirroring

These essential HA commumications bypass Port Lockdown to prevent accidental cluster failure.
The well-known port for this traffic is TCP 4353, which is always permitted.
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