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A #62
When installing the PSM and CPM components on the same Privilege Cloud Connector, what should you consider when hardening?

¢ A They can only be installed on the same Privilege Cloud Connector when installed 'in Domain'.

¢ B. PSM settings override the CPM settings when referring to the same parameter.

¢ C. They can only be installed on the same Privilege Cloud Connector when installed 'out of Domain'.
¢ D. CPM settings override the PSM settings when referring to the same parameter

Ef#: B

A -

‘When installing the PSM and CPM components on the same Privilege Cloud Connector and considering the hardening process, it's
important to note that PSM settings override the CPM settings when referring to the same parameter. This hierarchy is crucial in
ensuring that the more stringent security settings required by PSM, which typically handles direct interaction with end-user sessions,
take precedence over CPM settings.

This setup helps maintain robust security practices by applying the most restrictive configuration where conflicts occur.

HM #63
‘What must be done to configure the syslog server IP address(es) for SIEM integration? (Choose 2.)

A. Update the vault.ini file with the correct syslog server IP address.

B. Update the syslog server IP address through the Privilege Cloud Portal.
C. Configure the Secure Tunnel for SIEM integration.

D. Update the DBPARM. i file with the correct syslog server IP address.
E. Submit a service request to CyberArk Support.

IEf#: C. E

fi .-
https’/docs.cyberark.com/privilege- cloud-shared- services/Latest/en/Content/Privilege%620Cloud/privCloud- connect-siemhtm

E Y #064
What are the basic network requirements to deploy a CPM server?

e A. Port UDP/1858 to the Privilege Cloud Vault service backend and all required ports to the targets and Port 3389 to the
PSM

¢ B. Port 1858 only

e (. Port 1858 to the Privilege Cloud Vault service backend and Port 443 to the Privilege Cloud Portal

e D. any ports to the Privilege Cloud Vault service backend

Ef: C

AR

The basic network requirements to deploy a CyberArk Privilege Management Central Policy Manager (CPM) server include Port
1858 to the Privilege Cloud Vault service backend and Port 443 to the Privilege Cloud Portal. Port 1858 is necessary for
communication with the CyberArk Vault, facilitating essential interactions like password retrieval and updates. Port 443 is required
for secure web traffic to and fiom the Privilege Cloud Portal, ensuring that all management tasks performed through the web
mterface are secure and encrypted. These ports must be properly configured to allow for the efficient and secure operation of the
CPM within the Privilege Cloud infrastructure.

B #65

Your customer recently merged with a smaller organization. The customer's connector has no network connectivity to the smaller


https://www.passtest.jp/CyberArk/CPC-CDE-RECERT-shiken.html

organization's infrastructure. You need to map LDAP users from both your customer and the smaller organization. How is this
achieved?

¢ A. Deploy Identity Connectors in the newly acquired infrastructure and create user mappings.

¢ B. Create the required users in one directory and configure the Identity Connector to read that directory, as there can only be
one Identity Connector.

e C. Create mappings for both directories from the original Identity Connector.

e D. Switch all users to SAML authentication as there can only be one Identity Connector.

EfE: A

TR

To map LDAP users from both your customer and the smaller organization they have merged with, especially when there is no
network connectivity between the two infrastructures, the best approach is to:

* Deploy Identity Connectors in the newly acquired infrastructure and create user mappings (Option C). This involves setting up
additional Identity Connectors within the smaller organization's network. These connectors will facilitate the integration of user
directories from both organizations into the customer's Privilege Cloud environment.

Reference: CyberArk documentation on Identity Connectors often outlines the capability of deploying multiple connectors to manage
different user directories, especially useful in scenarios involving mergers or acquisitions where separate infrastructures need
integration.

M #66
When using Connector Management, how do you configure a DR CPM in Privilege Cloud shared services?
(Choose two.)

A. Stop the CyberArk Password Manager service and set the startup type to Automatic.

B. Stop the CyberArk Password Manager service and set the startup type to Manual.

C. When prompted for the Vault administrator credentials on the installation windows, leave it blank and proceed.
D. When prompted to select the CPM mode, select Passive.

E. When pronpted for the Vault IP address on the installation windows, leave it blank and proceed.

IEf#: B. D

BRI :

CyberArk's official DR CPM procedure for Privilege Cloud (shared services) describes two key actions in this flow:

* During installation (Connector Management): When pronpted to select the CPM mode, choose Passive.

* After installation (configuration step): Stop the CyberArk Password Manager service and set its startup type to Manual.
These map directly to answers C and A.
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