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Fortinet NSE 7 - OT Security 7.2 Sample Questions (Q20-Q25):

NEW QUESTION # 20

An OT admmistrator has configured FSSO and local firewall authentication. A user who is part of a user group is not prompted from
credentials during authentication.

What is a possible reason?

A. Two-factor authentication is not configured with RADIUS authentication method
B. The user was determined by Security Fabric

C. FortiGate determined the user by passive authentication

D. FortiNAC determined the user by DHCP fingerprint method

Answer: C

NEW QUESTION # 21
Refer to the exhibit.

Control Area
Zones 2 Supervisory Control
Supervisory Control Network
- Process Control
1 Local Area Network
: Physical Plant Floor
Levels 0 Physu:al Instrument Bus Network

Based on the Purdue model, which three measures can be implemented in the control area zone using the Fortinet Security Fabric?
(Choose three.)

e A FortiGate for application control and IPS

B. FortiNAC for network access control

C. FortiEDR for endpoint detection

D. FortiSIEM for security incident and event management
E. FortiGate for SD-WAN

Answer: A,B,C

NEW QUESTION # 22
Refer to the exhibit.
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PLC-3 and CLIENT can send traffic to PLC-1 and PLC-2. FGT-2 has only one software switch (SSW-1) connecting both PLC-3
and CLIENT. PLC-3 and CLIENT can send traffic to each other at the Layer 2 level.
‘What must the OT admin do to prevent Layer 2-level commumication between PLC-3 and CLIENT?

A. Tnplement policy routes on FGT-2 to control traffic between devices.

B. Enable explicit intra-switch policy to require firewall policies on FGT-2.

C. Create a VLAN for each device and replace the current FGT-2 software switch members.
D. Set a unique forward domain for each interface of the software switch.

Answer: C,D

NEW QUESTION # 23
Which three Fortinet products can be used for device identification in an OT industrial control system (ICS)?
(Choose three.)

A. FortiManager
B. FortiGate

C. FortiNAC

D. FortiSIEM

E. FortiAnalyzer

Answer: B,C,D

Explanation:

Explanation

A: FortiNAC - FortiNAC is a network access control solution that provides visibility and control over network devices. It can
identify devices, enforce access policies, and automate threat response.

D: FortiSIEM - FortiSIEM is a security information and event management solution that can collect and analyze data from multiple
sources, including network devices and servers. It can help identify potential security threats, as well as monitor compliance with
security policies and regulations.

E: FortiAnalyzer - FortiAnalyzer is a central logging and reporting solution that collects and analyzes data from muiltiple sources,



including FortiNAC and FortiSIEM. It can provide insights into network activity and help identify anomalies or security threats.

NEW QUESTION # 24
Refer to the exhibit.
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An operational technology rule is created and successfully activated to monitor the Modbus protocol on FortiSIEM. However, the
rule does not trigger incidents despite Modbus traffic and application logs being received correctly by FortiSIEM.
Which statement correctly describes the issue on the rule configuration?

A. The SubPattern is missing the filter to match the Modbus protocol.

B. The attributes in the Group By section must match the ones in Fitters section.
C. The first condition on the SubPattern filter must use the OR logical operator.
D. The Aggregate attribute COUNT expression is incompatible with the filters.

Answer: B

NEW QUESTION # 25

You may feel astonished and doubtful about this figure; but we do make our NSE7_OTS-7.2 exam dumps well received by most
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