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F5 BIG-IP Administration Install, Initial Configuration, and Upgrade 52 &
F5CAB1 A5 A& (Q26-Q31):

B #26

A BIG-IP Administrator discovers malicious brute-force attempts to access the BIG-IP device on the management interfacevia
SSH.

The administrator needs to restrict SSH access to the management interface.

Where should this be accomplished?

e A. System> Configuration
e B. System> Platform

e C. Network > Interfaces

e D. Network > Self IPs

IEf#: A

AR

The BIG-1Pmanagement interface (MGMT port)is controlled throughSystem settings, not through the Network menu.
SSH access on the management interface is configured here:

System # Configuration # Device # General # SSH Access / SSH IP Allow

This section allows the administrator to:

* Enable or disable SSH service

* Restrict SSH access to specific [P addresses or subnets

* Apply security policies to the management interface

Why the other options are incorrect:

A). Network > Interfaces

* Used for data-plane physical interface settings, not management plane SSH restrictions.
B). Network > Self IPs

* Controls in-band management or data-plane access, not the dedicated management port.
D). System> Platform
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* Used for hostname, time zone, LCD contrast, hardware settings - not SSH security on the management port.
Therefore, restricting SSH access to themanagement interfacemust be done under:

#System# Configuration # Device # General

‘Which corresponds toOption C.

HE #27
For security reasons, a BIG-IP Administrator needs to specify allowable IP ranges for access to the Configuration Utility (WebUI).
The exhibit shows the User Administration section of the Configuration Utility.

User Adminstration
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The admmistrator could not find any setting that explicitly restricts access to the Configuration Utility.
‘Which one of the following is a reason for that?

e A To avoid locking out the administrator, recent versions of BIG-IP no longer allow restricting administrator access to the
Configuration Utility by source IP address

¢ B. Restricting access to the Configuration Utility can only be done from the Command Line Interface

e (. The administrator must restrict access by IP address for SSH, which will implicitly restrict access to the Configuration
Utdlity

¢ D. The administrator needs to switch to the "Advanced" view mode in order to display the relevant setting

IEf#: B
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The screenshot shown is from theUser Administrationsection of the BIG-IP GUI.

This section controls:

* Root and Admin passwords

* SSH Access

* SSH IP Allow settings

However, it does not contain any controls for restricting access to the WebUI (TMUI).

BIG-IP does not provide TMUI access restrictions from this part of the GUI.

Access to the web-based Configuration Utility is controlled by thehttpd allow list, configured through TMSH:
tsh modify /sys httpd allow { <IP/subnet> }

This setting is not displayed in the User Administration panel, and in many BIG-IP versions, the httpd allow list isonly configurable
from the CLI, not the GUL

Therefore, the administrator cannot find the setting in the screen shown because:

* TMUI access restriction isnotlocated in this GUI section

* Tt must be configured usingtmshunder/sys httpd allow

This is whyOption Ais correct.

HP #28
What are the two options for securing a BIG-IP's management interface?
(Choose two.)

¢ A. Limiting network access through the management interface to a trusted/secured network VLAN.
¢ B. Use the BIG-IP's Self-IP addresses for admnistrative access rather than the management interface.



¢ (. Restrict administrative HTTPS and SSH access to specific IP addresses or IP ranges.
¢ D. Block all management-interface administrative HITPS and SSH service ports to prevent access.

Eﬁ: A\ C

fEERA -

Securing the BIG-IP management interface is a findamental administrative responsibility. F5 best practices emphasize restricting
who can reach the management port and ensuring that only authorized systemns are allowed access.

A). Limiting management access to trusted network segments

F5 recommends placing the management interface on adedicated, isolated, and secured management network or VLAN, rather than
exposing it to production or untrusted networks.

This reduces the attack surface by ensuring only trusted segments have visibility to administrative interfaces.

D). Restricting management access by IP or subnet

F5 BIG-IP uses the/sys httpd allowlist (for HTTPS) and configuration options insshd(for SSH) to control which IP addresses or
subnets can access the device.

By specifying only known administrative IPs or ranges, unauthorized users cannot reach the login services.

Why the other options are incorrect

B). Blocking all management HTTPS/SSH ports

* This would prevent any administrative access and is not a viable security practice.

C). Using Self-IP addresses for administrative access

* F5 explicitly warns against using Self-IPs for management access unless strictly necessary.

* Self-IPs are exposed to the data plane and should not be used as the primary administrative interface.

H #29

The device is currently onv15.1.2.1.

The BIG-IP Admmistrator needs to boot the device back tov13.1.0.6to gather data for troubleshooting,
The system shows:

Sys::Software Status

Volume Product Version Build Active Status Allowed

HDI1.1 BIG-IP 15.1.2.1 0.0.10 yes complete yes

HD1.2 BIG-IP 13.1.0.6 0.0.3 no complete yes

Which is the correct command-line sequence to boot the device to version13.1.0.6?

A. Use tnsh to select a new boot volume, tmsh switchboot HD1.2
B. switchboot -b HD1.2, then reboot

C. switchboot -1 HD1.2, then reboot

D. Use tnsh to select a new boot volure, tmsh reboot HD1.2

EfE: B

fR e«

To change the boot volume on a BIG-IP system from one installed TMOS version to another, the correct CLI tool is:
switchboot

The correct syntax uses the-bflag:

switchboot -b <volume>

This command marks the specified boot location as the one to be used on the next reboot.
Thus, to boot intoHD1.2which contains13.1.0.6, the sequence is:

* Mark HD1.2 as the next boot location:

* switchboot -b HD1.2

* Reboot the systen:

* reboot

This is the standard and officially supported method for selecting a different installed volume.
Why the other options are incorrect:

A). "tmsh reboot HD1.2"

* There is no such timsh syntax.

* Boot volume cannot be selected by adding a parameter to reboot.

C). switchboot -1 HD1.2

* The -1 flag is invalid. Only -b is used.

D). "tmsh switchboot HD1.2"

* switchboot isnota tmsh command; it is a systemlevel shell utility.



Therefore,Option Bis the correct and valid command sequence.

B #30

An administrator is in the process of reactivating the license using the interface displayed in the exhibit.

What is the address of the license server to which the BIG-IP device must be able to establish an outbound connection in order to
use theAutomatic Activation Method?

A. ask.f5.com

B. callhone.f5.com
C. activate.f5.com
D. license.f5.com

Ef#: C

A -

‘When you chooseAutomaticas the activation method in the License Re-activate screen, the BIG-IP device itself contacts F5'slicense
activation serviceover the Internet.

For successful automatic activation:

* The BIG-IP must have outbound network comnectivity (typically via the management interface).

* DNS resolution and routing must allow it to reach theF5 license activation host(the one shown in option D).

* The device sends its dossier and registration key to that service and receives an updated license file in return, which is then installed
automatically.

The other hostnames in the options are not used by BIG-IP for license activation, so they cannot be correct in the context
ofAutomatic Activation.

B #31
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