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HH #26
The Connector Firewall Whitelist is primarily used to:

e A Block mbound ICMP to reduce noise
¢ B. Enable ESMTP emnil relay
e (. Establish GRE tunnels to SASE core
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¢ D. Permit outbound TCP 443 and UDP 123 to Symantec PoPs
EE: D

R -
Outbound control traffic must reach Symantec infrastructure.

HMA #27
‘Which design principle ensures ZTNA remains effective during cloud provider outages?

A. Hard-coding provider IP ranges in Connectors

B. Forcing agentless mode for all applications

C. Disabling SIEM alerts for external downtime

D. Multi-cloud Connector deployment with DNS-based failover

Ef#: D

A :
Multi-cloud redundancy mitigates single-provider failures.

HM #28
Why should you test Access Policies using non-production user groups first?

A. Reduces gzip archive size

B. Avoids DLP false negatives

C. Accelerates Connector patch cycles

D. Prevents accidental lockouts and verifies policy logic

iFf@E: D

fE L
Controlled testing ensures safety.

B #29
In a Brownfield Migration, what tool assists mapping VPN subnets to ZTNA app objects?

A. Manual spreadsheet import

B. SIEM correlation rule export

C. Network Discovery Scan in the Admin Console
D. TLS packet sniffer

EfE: C

R -
The built-in discovery tool accelerates brownfield mapping,

R #30
What happens if a Connector health check fails while streaming logs to an external SIEM?

e A. The Site automatically switches to passive mode, denying all access

e B. Health-check events are forwarded through alternate Connectors in the Site
e (. Log traffic is queued locally until the Connector recovers

e D. The Admin Console suspends DLP inspection to reduce load

IEf#: B
R -



Redundant Connectors within a Site continue log forwarding, maintaining access continuity.
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