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HM #123
Which characteristic of serverless computing enables developers to quickly deploy application code?

¢ A Uploading cloud service autoscaling services to deploy more virtual machines to run their application code based on user
demand

¢ B. Using Container as a Service (CaaS) to deploy application containers to run their code.

¢ C. Uploading the application code itself, without having to provision a full container image or any OS virtual machine
components

¢ D. Using cloud service spot pricing to reduce the cost of using virtual machines to run their application code

EfE: C

R -

"In serverless apps, the developer uploads only the app package itself, without a full container image or any OS components. The
platform dynamically packages it into an image, runs the image in a container, and (if needed) instantiates the underlying host OS and
VM and the hardware required to run them."

B #124

How does adopting a serverless model impact application development?

e A reduces the operational overhead necessary to deploy application code

¢ B. prevents developers from focusing on just the application code because you need to provision the underlying infrastructure
to run the code

¢ C. slows down the deployment of application code, but it improves the quality of code development

¢ D. costs more to develop application code because it uses more compute resources

EfE: A

fi .-
List three advantages of serverless computing over
CaaS: - Reduce costs - Increase agility - Reduce operational overhead

R #125
Which technology secures software-as-a-service (SaaS) applications and network data, and also enforces compliance policies for
application access?

A. CASB

B. URL filtering
C.DLP

D. DNS Security

IEf#: A

AR :

A Cloud Access Security Broker (CASB) secures SaaS applications and network data by providing visibility, data security, threat
protection, and compliance enforcement. It acts as a control point between users and cloud service providers to enforce security
policies.

M #126
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Which type of IDS/IPS uses a baseline of normal network activity to identify unusual patterns or levels of network activity that may
be indicative of an intrusion attempt?

A. Signature-based
B. Knowledge-based
C. Database-based
D. Behavior-based

IEf#: D

TR

IDSs and IPSs also can be classified as knowledge-based (or signature-based) or behavior-based (or statistical anomaly-based)
systemns:

# A knowledge-based systemuses a database of known vulnerabilities and attack profiles to identify intrusion attempts. These types
of systens have lower false-alarmrates than behavior-based systems but must be continually updated with new attack signatures to
be effective.

# A behavior-based system uses a baseline of normal network activity to identify unusual patterns or levels of network activity that
may be indicative of an intrusion attempt.

These types of systems are more adaptive than knowledge-based systems and therefore may be more effective in detecting
previously unknown vulnerabilities and attacks, but they have a much higher false-positive rate than knowledge-based systems

H #127
The customer is responsible only for which type of security when using a SaaS application?

e A data

e B. platform

e C. physical

¢ D. infrastructure

Ef: A

fEEL:

Data security is the only type of security that the customer is fully responsible for when using a SaaS application. Data security refers
to the protection of data from unauthorized access, use, modification, deletion, or disclosure. Data security includes aspects such as
encryption, backup, recovery, access control, and compliance12. The customer is responsible for ensuring that their data is secure in
transit and at rest, and that they comply with any applicable regulations or policies regarding their data.

The other types of security - physical, platform, and infrastructure - are the responsibility of the SaaS provider. Physical security
refers to the protection of the hardware and facilities that host the SaaS application. Platform security refers to the protection of the
software and services that run the SaaS application. Infrastructure security refers to the protection of the network and systems that
support the SaaS application. The SaaS provider is responsible for ensuring that these layers of security are maintained and updated,
and that they meet the required standards and certifications34. References:

* SaaS and the Shared Security Model

* A Guide to SaaS Shared Responsibility Model

* The Shared Responsibility Model for Security in The Cloud (IaaS, PaaS & SaaS)

* Shared responsibility in the cloud
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