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Amazon AWS Certified SysOps Administrator - Associate (SOA-C02) Sample
Questions (Q652-Q657):

NEW QUESTION # 652

A company has a web application with a database tier that consists of an Amazon EC2 instance that runs MySQL. A SysOps
administrator needs to minimize potential data loss and the time that is required to recover in the event of a database failure.
What is the MOST operationally efficient solution that meets these requirements?

e A Create an Amazon CloudWatch alarm for the StatusCheckFailed Systemmetric to imvoke an AWS Lambda finction that
stops and starts the EC2 instance.

¢ B. Use Amazon Data Lifecycle Manager (Amazon DLM) to take a snapshot of the Amazon Elastic Block Store (Amazon
EBS) volunme every hour. In the event of an EC2 instance failure, restore the EBS volume from a snapshot.

e C. Create an Amazon RDS for MySQL Multi- AZ DB instance. Use a MySQL native backup that is stored in Amazon S3 to
restore the data to the new database. Update the connection string in the web application.

¢ D. Create an Amazon RDS for MySQL Single- AZ DB instance with a read replica. Use a MySQL native backup that is
stored in Amazon S3 to restore the data to the new database. Update the connection string in the web application.

Answer: B

NEW QUESTION # 653

A global gaming company is preparing to launch a new game on AWS. The game runs in multiple AWS Regions on a fleet of
Amazon EC2 mstances. The instances are in an Auto Scaling group behind an Application Load Balancer (ALB) in each Region.
The company plans to use Amazon Route 53 for DNS services. The DNS configuration must direct users to the Region that is
closest to them and must provide automated failover.

Which combination of steps should a SysOps administrator take to configure Route 53 to meet these requirements? (Choose two.)

¢ A. Configure Route 53 DNS failover by using a health check that monitors the private address of an EC2 instance in each
Region.
¢ B. Configure Route 53 geoproximity routing Specify the Regions that are used for the infrastructure.
¢ C. Create Amazon CloudWatch alarms that monitor the hearth of the EC2 mstances in each Region.
Configure Route 53 DNS failover by using a health check that monitors the alarms.
¢ D. Configure Route 53 simple routing Specify the continent, country, and state or province that are used for the infrastructure.
e E. Create Amazon CloudWatch alarms that monitor the health of the ALB in each Region.
Configure Route 53 DNS failover by using a health check that monitors the alarms.

Answer: B,E

Explanation:

Option B 1s not correct because monitoring the health of the EC2 instances is not sufficient to provide failover as the EC2 instances
are in an Auto Scaling group and instances can be added or removed dynamically.

Option C is not correct because monitoring the private IP address of an EC2 instance is not sufficient to determine the health of the
infrastructure, as the instance may still be running but the application or service on the instance may be unhealthy.

Option E is not correct because simple routing does not take into account geographic proximity, which is a requirement in this
scenario.

NEW QUESTION # 654
A company has a new requirerment stating that all resources In AWS must be tagged according to a set policy.
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Which AWS service should be used to enforce and continually Identify all resources that are not in compliance with the policy?

A. AWS Systens Manager
B. AWS CloudTrail

C. Amazon Inspector

D. AWS Config

Answer: D

Explanation:

Step-by-Step

Understand the Problem:

Enforce a policy that requires all AWS resources to be tagged according to company policy.
Continuously identify non-conpliant resources.

Analyze the Requirements:

Implement a solution to monitor and enforce resource tagging compliance.

Evaluate the Options:

Option A: AWS CloudTrail.

Provides logging and monitoring of API calls but does not enforce tagging policies.

Option B: Amazon Inspector.

Primarily used for security assessments, not resource tagging compliance.

Option C: AWS Config.

Monitors and evaluates the configurations of AWS resources.

Can enforce compliance by using AWS Config rules to check resource tags.

Option D: AWS Systermns Manager.

Provides operational insights and management but is not specifically designed for compliance enforcement.
Select the Best Solution:

Option C: AWS Config is designed for compliance and configuration monitoring, making it the ideal service for enforcing and
identifying non-compliant resource tags.

Reference:

AWS Config

Managing Resource Tag Conpliance with AWS Config

AWS Config provides the necessary tools to enforce and monitor resource tagging compliance, ensuring all resources adhere to the
set policy.

NEW QUESTION # 655

A company has an application that uses Amazon DynamoDB tables. The tables are spread across AWS accounts and AWS
Regions. The company uses AWS CloudFormation to deploy AWS resources.

A new teamat the company is deleting unused AWS resources. The team accidentally deletes several production DynamoDB tables
by running an AWS Lambda function that makes a DynamoDB DeleteTable API call. The table deletions cause an application
outage.

A SysOps administrator must implement a solution that minimizes the chance of accidental deletions of tables. The solution also must
minimize data loss that results firom accidental deletions.

‘Which combination of steps will meet these requirements? (Choose two.)

A. Enable point-in-time recovery for the DynamoDB tables. Restore the tables if they are accidentally deleted.

B. Enable deletion protection for the DynamoDB tables.

C. Enable termination protection for the CloudFormation stacks that deploy the DynamoDB tables.

D. Schedule daily backups of the DynamoDB tables. Restore the tables if they are accidentally deleted.

E. Export the DynamoDB tables to Amazon S3 every day. Use Import from Amazon S3 to restore data for tables that are
accidentally deleted.

Answer: A,B

NEW QUESTION # 656

A SysOps administrator creates an AWS CloudFormation template to define an application stack that can be deployed n muiltiple
AWS Regions.

The SysOps administrator also creates an Amazon CloudWatch dashboard by using the AWS Management Console. Each
deployment of the application requires its own CloudWatch dashboard.



How can the SysOps administrator automate the creation of the CloudWatch dashboard each time the application is deployed?

e A. Create a script by using the AWS CLI to run the aws cloudformation put-dashboard command with the name of the
dashboard. Run the command each time a new CloudFormation stack is created.

¢ B. Export the existing CloudWatch dashboard as JSON. Update the CloudFormation template to define an
AWS:CloudWatch::Dashboard resource. Include the exported JSON in the resource's DashboardBody property.

¢ C. Update the CloudFormation template to define an resource. Use the intrinsic Ref function to reference the ID of the
existing CloudWatch dashboard.

Answer: A

Explanation:
D. Update the CloudFormation template to define an AWS::CloudWatch:Dashboard resource. Specify the name of the existing
dashboard in the DashboardName property.

NEW QUESTION # 657
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https://myportal.utt.edu.tt/ICS/icsfs/a56add88-764c-4140-ab27-914aac825c56.pdf?target=40ae0ca3-ad24-4890-949c-c3213992fcd1
https://myportal.utt.edu.tt/ICS/icsfs/b83224f7-cbc4-4709-8e5e-499c9e775241.pdf?target=5bbec20c-d79b-45ed-b546-7f6096e523a1
https://myportal.utt.edu.tt/ICS/icsfs/ddc51184-4fe7-4a3c-a440-b3f7b44dc142.pdf?target=a93a22bb-759f-4c10-ae55-d9c474c1f29d
https://myportal.utt.edu.tt/ICS/icsfs/e90bf228-9c78-4ea5-adc3-166dad3e5529.pdf?target=c2ed022c-ea97-4181-85e1-43db64ee8d8f
https://myportal.utt.edu.tt/ICS/icsfs/ea5274eb-7a4a-412a-bb62-f4404d85156a.pdf?target=0c1359d3-3341-4464-9710-c8c06475a7f2
https://myportal.utt.edu.tt/ICS/icsfs/fe673b6b-55ed-4777-ad4d-4d0b2126b6aa.pdf?target=b785225b-2bef-449a-a1ad-d67e1ee4a81b
http://www.stes.tyc.edu.tw/xoops/modules/profile/userinfo.php?uid=3855575
https://frvape.com
https://drive.google.com/open?id=1sMYjNHcIII73XgobmcuYH4VDrUmP3W7M

