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An engineer must configure Cisco OEAPs for three executives. As soon as the NAT address is configured on the management
interface, it is noticed that the WLC is not responding for APs that are trying to associate to the internal IP management address.
Which command should be used to reconcile this?

A. config flexconnect office-extend nat-ip-only disable
B. config network ap-discovery nat-ip-only disable
C. config network ap-discovery nap-ip-only enable
C config flexconnect office-extend nat-ip-only enable

Answer: B

NEW QUESTION # 26 
An engineer configures the wireless LAN controller to perform 802.1x user authentication. Which configuration must be enabled to
ensure that client devices can connect to the wireless, even when WLC cannot communicate with the RADIUS?

A. authentication caching
B. Cisco Centralized Key Management
C. pre-authentication
D. local EAP

Answer: D

Explanation:
Local EAP (Extensible Authentication Protocol) allows wireless LAN controllers to directly authenticate clients using an internal
database, which can be useful when external RADIUS servers are unreachable. By enabling local EAP, client devices can still
connect to wireless networks even if communication with RADIUS servers fails, ensuring continuous network access for users.
References: CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation ENWLSI 300-430 Official Cert Guide

NEW QUESTION # 27 
Which two configurations are applied on the WLC to enable multicast, check multicast stream subscriptions, and stream content
only to subscribed clients? (Choose two)

A. Enable broadcast forwarding
B. Set the AP multicast to 238.255.255.255
C. Enable 802.3x flow control mode.
D. Set the IGMP timeout to 180 seconds
E. Enable IGMP snooping

Answer: A,E

Explanation:
Explanation
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/81671-multicast-wlc-lap.html

NEW QUESTION # 28 
An engineer has successfully implemented 10 active RFID tags in an office environment. The tags are not visible when the location
accuracy is tested on the Cisco CMX Detect and Locate window. Which setting on Cisco CMX allows the engineer to view the
tags?

A. Define an RFID group globally and add the tags.
B. Enable hyper location services for RFID.
C. Enable RFID tags in tracking options
D. Enable probing clients for active tags.

Answer: C



NEW QUESTION # 29 
A user is trying to connect to a wireless network that is configured for WPA2-Enterprise security using a corporate laptop. The CA
certificate for the authentication server has been installed on the Trusted Root Certification Authorities store on the laptop. The user
has been prompted to enter the credentials multiple times, but the authentication has not succeeded. What is causing the issue?

A. There is an IEEE invalid 802.1X authentication policy on the authentication server.
B. There is an invalid 802.1X authentication policy on the authenticator.
C. The laptop has not received a valid IP address from the wireless controller.
D. The user Active Directory account is locked out after several failed attempts.

Answer: B

Explanation:
The issue described indicates a problem with the 802.1X authentication policy on the authenticator, which is typically the wireless
controller or access point. Even though the CA certificate is correctly installed on the laptop, if the authenticator's policy is
incorrectly configured or does not match the required settings for the corporate network, the user's authentication attempts will fail. It
is essential to review and correct the 802.1X policy settings on the authenticator to resolve this issue. References: CCNP Enterprise
Wireless Design ENWLSD 300-425 and Implementation ENWLSI 300-430 Official Cert Guide
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......
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