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NEW QUESTION # 99

Which three capabilities does vDefend provide to implement Zero Trust security for container environments?
(Choose three)

Response:

A. Contextual segmentation based on Kubernetes attributes
B. Identity-based access control for API traffic

C. Granular policy enforcement per pod or namespace

D. Packet-level analysis at the hardware NIC level

E. Persistent storage snapshots for container security

Answer: A,B,C

NEW QUESTION # 100
What is the primary purpose of Network Traffic Analysis (NTA) in VMware NSX?
Response:

A. To monitor and identify abnormal traffic patterns within virtual networks
B. To display physical switch interface status

C. To manage DHCP and DNS configurations

D. To analyze VM snapshots and disk usage

Answer: A

NEW QUESTION # 101
What is the role of the Shared Services Platform (SSP) in VMware's vDefend architecture?
Response:

A. Tt provides centralized routing for external connectivity

B. It serves as the default backup proxy for distributed firewalls

C. It manages vSphere storage policies for encrypted datastores

D. It hosts telemetry and analytics services for firewall rule recommendations

Answer: D

NEW QUESTION # 102

Which two practices are recommended when designing lateral protection strategies for segmented workloads?
(Choose two)

Response:

A. Leverage security groups and dynamic membership
B. Allow all intra-cluster traffic for performance

C. Use DNS names m all firewall rules

D. Define granular security policies per application tier
E. Disable DFW logging for compliance

Answer: A,D

NEW QUESTION # 103
‘What mechanism allows the vDefend firewall to dynamically adjust firewall policies based on real-time workload metadata?
Response:

A. Integration with Active Directory OU structures

B. Manual update of firewall rules through CLI

C. Static rule import via CSV

D. Dynamic grouping using VM tags and NSX mventory data



Answer: D

NEW QUESTION # 104
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