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HH #53
Logs without a dedicated log file can be found in

e A /var/log/junk.log.dbg
e B. /var/log/messages
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¢ C. SRTDIR/log/junk.log
¢ D. SFWDIR/log/fw.log

IEf#: B

BN -

The /var/log/messages file is a general system log file that contains information about various system events, such as booting,
shutdown, cron jobs, kernel messages, and other system services. Logs without a dedicated log file can be found in this file, as well
as some Maestro Gaia Clish commands that are not saved in the /var

/log/command_logger.log file.

References

*Maestro Audit Logs - Where are they? - Check Point CheckMates1

*sk172923: The /var/log/messages file does not save Maestro Gaia Clish commands?2

*Maestro Expert (CCME) Course - Check Point Software, page 33

B #54
What is the Correction Layer?

¢ A. Correction Layer is a mechanism which handles asymmetric connections in multi-appliance system. For exanple, in case of
NAT

¢ B. Correction Layer is a daemon which corrects errors on Backplane interfaces

e C. Correction Layer is a mechanism which activated in case of asymmetric routing

e D. Correction Layer is a Layer of GAIA OS which corrects misspelled commands and allows them to execute

Ef: A

fERL:

The Correction Layer is a Maestro component that ensures that packets from the same connection are handled by the same Security
Group Module (SGM) in a multi-appliance system This is especially important when NAT is involved, as packets sent from the
client to the server can be distributed to a different SGM than packets from the same session sent from the server to the client. The
Correction Layer must then forward the packet to the correct SGM.

References:

*NAT and the Correction Layer on a Security Gateway - Check Point Software 1

*Solved: Maestro queries - Check Point CheckMates

B #55
‘What happens when you make changes from Clish on the SMO Master?

A. The changes are synchronized to the SMS/MDS as a backup.
B. Changes are applied to all members in the SG.

C. Changes are only applied on the SMO Master.

D. The changes are synchronized to the MHO as a backup.

EfE: C
R -

References

*Check Poimt Certified Maestro Expert (CCME) R81.X Courseware, Module 2: Maestro Security Groups, Lesson 2.2: Security
Group Configuration, page 2-10

*Check Point R81 Maestro Administration Guide, Chapter 2: Maestro Security Groups, Section: Security Group Configuration,
page 2-9

*Security Group Configuration - Check Point Software

HH #56
There are two 10Gbps dual-port NIC installed on a 6800 appliance. Which interfaces should be connected to Orchestrator 1 for
downlinks' intra-orchestrator redundancy when using two Orchestrators?

e A.Port1mnSlot1 andPort 1 inSlot2



¢ B. Any pair of available ports
e C.Port | inSlot 1 and Port 2 in Slot 1
e D. Port | inSlot 2 and Port 2 in Slot 1

EfE: A

R -

Explanation

The correct interfaces to connect to Orchestrator 1 for downlinks' intra-orchestrator redundancy when using two Orchestrators are
Port 1 in Slot 1 and Port 1 in Slot 2. This is because each slot represents a different NIC, and each port represents a different
physical link. By connecting two ports from different slots, the appliance can have redundant connections to the same orchestrator,
and avoid a single point of failure in case of a NIC or link failure.

References

*Check Point 156-835 Certification Flashcards | Quizlet1

*Maestro Expert (CCME) Course - Check Point Software, page 182

*Maestro Technical Training, Module 2: Maestro Security Groups and the Single Management Object, slide
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B #57
‘What Maestro component acts as a load balancer and network switch?

A. Maestro Hyperscale Orchestrator (MHO)
B. Security Group (SG)

C. Security Gateway Module (SGM)

D. Security Switching Module (SSM)

EM: A
R

*The Quantum Maestro Orchestrator uses the Distribution Mode to assign incoming traffic to Security Group Members.
*Reference: Working with the Distribution Mode
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