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Cisco Securing Networks with Cisco Firepower Sample Questions (Q197-
Q202):

NEW QUESTION # 197
What is the difference between inline and inline tap on Cisco Firepower?

A. Inline mode cannot do SSL decryption.

B. Inline mode can drop malicious traffic.

C. Inline tap mode does full packet capture.

D. Inline tap mode can send a copy of the traffic to another device.

Answer: B

Explanation:
Section: Deployment

NEW QUESTION # 198
An engineer must build redundancy into the network and traffic must continuously flow if a redundant switch in front of the firewall
goes down. What must be configured to accomplish this task?

A. redundant interfaces on the firewall cluster mode and switches

B. vPC on the switches to the interface mode on the firewall duster

C. redundant nterfaces on the firewall noncluster mode and switches
D. vPC on the switches to the span EtherChannel on the firewall cluster

Answer: D

NEW QUESTION # 199
An engineer has been tasked with using Cisco FMC to determine if files being sent through the network are matware. Which two
configuration tasks must be performed to achieve this file lookup? (Choose two).

A. The Cisco FMC needs to connect to the Cisco ThreatGrid service directly for sandboxing.
B. The Cisco FMC needs to connect with the FireAMP Cloud.

C. The Cisco FMC needs to include a SSL decryption policy.

D. The Cisco FMC needs to include a file inspection policy for malware lookup.

E. The Cisco FMC needs to connect to the Cisco AMP for Endpoints service.

Answer: D,E

NEW QUESTION # 200
An engineer must investigate a connectivity issue from an endpoint behind a Cisco FTD device and a public DNS server. The

endpoint cannot perform name resolution queries. Which action must the engneer perform to troubleshoot the issue by simulating
real DNS traffic on the Cisco FTD while verifying the Snarl verdict?

e A Performa Snort engine capture using tcpdump fromthe FTD CLI
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e B. Use the Capture w/Trace wizard in Cisco FMC.
¢ (. Create a Custom Workflow in Cisco FMC.
¢ D. Run e system support firewall-engine-debug command fromme FTD CLI.

Answer: B

Explanation:

The Capture w/Trace wizard in Cisco FMC allows you to capture packets on an FTD device and trace their path through the Snort
engine. This can help you troubleshoot connectivity issues from an endpoint behind an FTD device and a public DNS server, as well
as verify the Snort verdict for the DNS traffic. The Capture w

/Trace wizard lets you specify the source and destination IP addresses, ports, and protocols for the packets you want to capture and
trace, as well as the FTD device and interface where you want to perform the capture.

You can also apply filters to limit the capture size and duration. After you start the capture, you can ping the DNS server from the
endpoint and then view the captured packets and their Snort verdicts in the FMC web interface?.

To use the Capture w/Trace wizard in Cisco FMC, you need to follow these steps2:

* In the FMC web interface, navigate to Troubleshooting > Capture/Trace.

* Click New Capture.

* Choose an FTD device from the Device drop-down list.

* Choose an interface from the Interface drop-down list.

* Enter the source and destination I[P addresses, ports, and protocols for the packets you want to capture and trace. For example, if
you want to capture DNS queries from an endpoint with IP address

10.1.1.100 to a DNS server with IP address 8.8.8.8, you can enter these values:

* Source IP: 10.1.1.100

* Source Port: any

* Destination IP: 8.8.8.8

* Destination Port: 53

* Protocol: UDP

* Optionally, apply filters to limit the capture size and duration. For example, you can set the maximum number of packets to
capture, the maximum capture file size, or the maximum capture time.

* Click Start.

* Ping the DN server from the endpoint and wait for some packets to be captured.

* Click Stop to stop the capture.

* Click View Capture to see the captured packets and their Snort verdicts.

The other options are incorrect because:

* Performing a Snort engine capture using tcpdump from the FTD CLI will not allow you to trace the path of the packets through the
Snort engmne or verify their Snort verdicts. Tepdump is a command-line tool that can capture packets on an FTD device, but it does
not provide any information about how Snort processes those packets or what actions Snort takes on then2.

* Creating a Custom Workflow in Cisco FMC will not help you troubleshoot a connectivity issue from an endpoint behind an FTD
device and a public DNS server. A Custom Workflow is a user-defined set of pages that display event data in different formats,
such as tables, charts, maps, and so on. A Custom Workflow does not allow you to capture or trace packets on an FTD device3.

* Running the system support firewall-engine-debug command from the FTD CLI will not allow you to simulate real DN traffic on
the FTD device or verify the Snort verdict for that traffic. The firewall- engine-debug command is a diagnostic tool that can generate
synthetic packets and send them through the Snort engine on an FTD device. The synthetic packets are not real network traffic and
do not affect any connections or policies on the FTD device4.

NEW QUESTION # 201

A VPN user is unable to conned lo web resources behind the Cisco FTD device terminating the connection.

While troubleshooting, the network admmistrator determines that the DN responses are not getting through the Cisco FTD What
must be done to address this issue while still utilizing Snort IPS rules?

A. Disable the intrusion rule threshes to optimize the Snort processing,

B. Uncheck the "Drop when Inline" box in the mntrusion policy to allow the traffic.
C. Decrypt the packet after the VPN flow so the DNS queries are not inspected
D. Modify the Snort rules to allow legitimate DNS traffic to the VPN users.

Answer: D

NEW QUESTION # 202
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