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Topic Details
e Zero-Trust LAN Access: This domain covers machine authentication, MAC Authentication Bypass, NAC

policies for wireless security, guest portal deployment, and advanced solutions like FortiLink NAC,
dynamic VLAN, and VLAN pooling,
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¢ Central Management: This section addresses managing FortiSwitch via FortiManager over FortiLink,
implementing zero-touch provisioning, configuring VLANSs, ports, and trunks, and setting up FortiExtender

Topic 2
opre and FortiAP devices.

¢ Monitoring and Troubleshooting: This section covers configuring quarantine mechanisms, managing
FortiAlOps, troubleshooting FortiGate communication with FortiSwitch and FortiAP, and using monitoring

Topic 3
P tools for wireless connectivity.

¢ Authentication: This domain covers advanced user authentication using RADIUS and LDAP, two-factor
authentication with digital certificates, and configuring syslog and RADIUS single sign-on on

Topic 4
opre FortiAuthenticator.

Fortinet FCSS - LAN Edge 7.6 Architect Sample Questions (Q47-Q52):

NEW QUESTION # 47

‘Which monitoring tools in FortiGate help visualize wireless performance metrics?
(Choose three)

Response:

A. Spectrum Analysis

B. FortiView

C. Heatmaps in FortiPlanner

D. Log & Report > WiFi Events
E. Threat Map

Answer: A,B,D

NEW QUESTION # 48
To manually quarantine a MAC address in FortiGate CLI, which command is correct?
Response:

A. diagnose quarantine mac add <mac-address>

B. diagnose firewall mac blacklist <mac-address>

C. config system quarantine — edit <mac>

D. config user quarantine — set mac <mac-address>

Answer: A

NEW QUESTION # 49

You want to create an SSID named "CORP" on FortiManager and assign it to a FortiAP. Which steps are required?
(Choose three)

Response:

A. Assign profile to FortiAP

B. Reboot AP

C. Push configuration to FortiGate
D. Define SSID under AP Profile

Answer: A,C,D

NEW QUESTION # 50
What is the primary outcome when a device is quarantined on a FortiGate-managed network?
Response:

e A The device's MAC address is blocked by DNS filter



B. The device is redirected to a captive portal for login
C. The device is forced to reauthenticate using 802.1X
D. The device is denied access to the network through policy enforcement

Answer: D

NEW QUESTION # 51
‘Which CLI command checks the FortiLink status for connected FortiSwitches?
Response:

A. get switch status

B. diagnose hardware switch

C. diagnose sys link-monitor

D. diagnose switch-controller switch-info

Answer: D

NEW QUESTION # 52
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