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Kim, an analyst, is looking for an intelligence-sharing platform to gather and share threat information froma variety of sources. He
wants to use this information to develop security policies to enhance the overall security posture of his organization.

Which of'the following sharing platforms should be used by Kim?

A. Blueliv threat exchange network
B. OmmniPeek

C. PortDroid network analysis

D. Cuckoo sandbox

ER: A
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The Blueliv Threat Exchange Network is a collaborative platform designed for sharing and receiving threat intelligence among
security professionals and organizations. It provides real-time information on global threats, helping participants to enhance their
security posture by leveraging shared itelligence. The platform facilitates the exchange ofinformation related to cybersecurity threats,
including indicators of compromise (IoCs), tactics, techniques, and procedures (TTPs) of threat actors, and other relevant data. This
makes it an ideal choice for Kim, who is looking to gather and share threat information to develop security policies for his
organization. In contrast, Cuckoo Sandbox is a malware analysis system, OmniPeek is a network analyzer, and PortDroid is a
network analysis application, none of which are primarily designed for intelligence sharing References:

* Blueliv's official documentation and resources

* "Building an Intelligence-Led Security Program," by Allan Liska

FIRE #39

John, a professional hacker, is trying to perform APT attack on the target organization network. He gains access to a single system
of a target organization and tries to obtain administrative login credentials to gain further access to the systems in the network using
various techniques.

What phase of the advanced persistent threat lifecycle is John currently in?

A. Persistence

B. Initial intrusion

C. Search and exfiltration
D. Expansion

ZE: D

fE R A«

The phase described where John, after gaining initial access, is attempting to obtain administrative credentials to further access
systems within the network, is known as the '"Expansion’ phase of an Advanced Persistent Threat (APT) lifecycle. This phase
mvolves the attacker expanding their foothold within the target's environment, often by escalating privileges, compromising additional
systems, and moving laterally through the network. The goal is to increase control over the network and maintain persistence for
ongoing access.

This phase follows the mitial intrusion and sets the stage for establishing long-term presence and eventual data exfiltration or other
malicious objectives.

References:

MITRE ATT&CK Framework, specifically the tactics related to Credential Access and Lateral Movement

"APT Lifecycle: Detecting the Undetected," a whitepaper by CyberArk
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CalSoft is a large-scale organization that wants to establish a certain level of trust before sharing intelligence within the organization.
As various departments in the organization share information frequently, they decided to use different trust models for different
departments. In addition, the organization acts as a provider of threat intelligence to all connected members and organizations.
‘Which of the following organizational trust models should be used by CalSoft?

A. Hybrid trust

B. Mediated trust
C. Mandated trust
D. Validated trust

BER: A
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The scenario indicates that CalSoft:

* Uses different trust models across departments, and

* Acts as a provider of threat intelligence to other entities.

This setup aligns with a Hybrid Trust Model

Hybrid Trust Model combines two or more trust mechanisms (validated, mediated, or mandated) depending on departmental or
organizational needs. It allows flexibility in establishing trust relationships while maintaining control and oversight across varied
entities.

Why the Other Options Are Incorrect:

* Validated trust: Based on evidence or documentation provided by one party; does not describe a multi- model system

* Mediated trust: Relies on a third party (mediator) to establish trust; CalSoft acts as the provider itself; not a mediator.

* Mandated trust: Enforced by authority or policy; does not allow departmental flexibility.

Conclusion:

CalSoft should adopt a Hybrid Trust Model to accommodate different departmental requirements and fimction as a provider of
mtelligence.

Final Answer: D. Hybrid trust

Explanation Reference (Based on CTIA Study Concepts):

CTIA defines the hybrid model as a combination of multiple trust establishment methods used to support diverse organizational and
mterdepartmental sharing needs.

FIRE #41

Alice, a threat intelligence analyst at HiTech Cyber Solutions, wants to gather information for identifying emerging threats to the
organization and implement essential techniques to prevent their systems and networks from such attacks. Alice is searching for
online sources to obtain information such as the method used to launch an attack, and techniques and tools used to performan
attack and the procedures followed for covering the tracks after an attack.

Which of'the following online sources should Alice use to gather such information?

A. Financial services

B. Job sites

C. Hacking forums

D. Social network settings

ZER: C
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Alice, looking to gather information on emerging threats including attack methods, tools, and post-attack techniques, should turn to
hacking forums. These online platforms are frequented by cybercriminals and security researchers alike, where information on the
latest exploits, malware, and hacking techniques is shared and discussed. Hacking forums can provide real-time insights into the
tactics, techniques, and procedures (TTPs) used by threat actors, offering a valuable resource for threat intelligence analysts aiming
to enhance their organization's defenses.References:

* "Hacking Forums: A Ground for Cyber Threat Intelligence," by Digital Shadows

* "The Value of Hacking Foruns for Threat Intelligence," by Flashpoint

FIRE #42

Two cybersecurity teams from different organizations joined forces to combat a rapidly evolving malware campaign targeting their
industry. They exchange real-time information about the attackers' techniques, compromised systens, and immediate defensive
actions. What type of threat intelligence sharing characterizes this collaboration?



A. Sharing tactical threat intelligence

B. Sharing strategic threat intelligence

C. Sharing technical threat intelligence
D. Sharing operational threat intelligence

BER: A

it REES B -

The exchange of attack techniques, compromised systers, and immediate defensive actions represents Tactical Threat Intelligence
sharing.

Tactical Threat Intelligence focuses on adversary Tactics, Techniques, and Procedures (TTPs) and helps defenders understand and
counter ongoing attacks in real time.

Why the Other Options Are Incorrect:

* B. Operational: Focuses on broader attack campaigns and contextual analysis.

* C. Strategic: Provides high-level, long-term insights for executives.

* D. Technical: Concerns low-level indicators like IPs and file hashes, not methodologies or immediate actions.

Conclusion:

The collaboration involves Tactical Threat Intelligence, which centers on sharing actionable TTPs and response techniques.

Final Answer: A. Sharing tactical threat intelligence

Explanation Reference (Based on CTIA Study Concepts):

CTIA defines tactical threat mtelligence as mtelligence describing attacker behaviors and techniques that can be acted upon
immediately by defenders.
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