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Which of the following are common tools used for network reconnaissance?
(Choose Two)
Response:

A. Wireshark
B. Nmap

C. OpenSSL
D. Metasploit
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HE#79

Your organization is preparing for an adversary emulation exercise to simulate a potential attack froman Advanced Persistent Threat
(APT) group. During the exercise, the red team successfully establishes persistence on a critical server using a PowerShell script that
bypassed the organization's security monitoring systers.

After detecting this activity, your blue team is tasked with mitigating the threat. What actions should be taken to both remediate the
threat and improve future defense mechanisms?

Response:

A. Rebuild the affected server froma clean backup and review access policies
B. Strengthen security monitoring to detect future PowerShell-based attacks

C. Conduct a forensic investigation to trace the origin and scope of the attack
D. Isolate the affected server from the network and remove the malicious scripts

Eﬁ: B\ D

HM #80
Which of the following are potential indicators of a Pass-the-Hash (PtH) attack in an Active Directory environment?
Response:

A. Repeated failed login attempts from a single user account

B. Discovery of user credentials stored in plain text

C. The use of unusual privilege escalation techniques

D. Unexpected access to sensitive resources using legitimate but compromised credentials

iFfE: C. D

H #81
Which strategy is effective in mitigating risks associated with malicious email attachments?
Response:

A. Implementing strict outbound firewall rules
B. Regular password changes

C. Sandbox execution of received attachments
D. Disabling external media devices

M
R

: C

E R #82
Which of the following best describes a man-in-the-middle attack used for data exfiltration?
Response:

A. The attacker disrupts the normal flow of data

B. The attacker denies access to data

C. The attacker intercepts and copies data in transit

D. The attacker modifies the data before reaching the recipient
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