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Service Sample Questions (Q60-Q65):

NEW QUESTION # 60

A Cloud Administrator is tasked with resolving a complex "Split-Brain" scenario in a Zonal Supervisor deployment following a
storage outage in Zone-B.

Context:

The Supervisor spans Zone-A, Zone-B, and Zone-C. A storage array failure in Zone-B caused the Supervisor Control Plane VM in
that zone to become isolated and read-only. The outage is now resolved, but the Supervisor status remains Warning. TKG clusters
in Zone-B are unreachable.

Review the following diagnostic data from the Supervisor:
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# kubectl get nodes -L topology.kubernetes.io/zone

NAME STATUS ROLES ZONE

42018c-supervisor-control-plane-0 Ready master Zone-A
42018c-supervisor-control-plane- 1 NotReady master Zone-B
42018c-supervisor-control-plane-2 Ready master Zone-C

# kubectl get etcd -n kube-system

NAME STATUS HEALTH

etcd-0 Healthy true

etcd-1 Unhealthy false <-- Corresponds to Zone-B node

etcd-2 Healthy true

The admmnistrator determines that the etcd member in Zone-B has diverged and cannot automatically rejoin the quorum.
What is the correct recovery procedure to restore full health to the Supervisor? (Choose 2.)

¢ A Restore the entire Supervisor Cluster froma Velero backup taken prior to the outage.

¢ B. Delete the NotReady Control Plane VM (42018c-supervisor-control-plane- 1) from the vSphere Client inventory. The
vSphere Cluster Service (VCLS) / EAM will detect the missing agent and automatically redeploy a fresh Control Plane VM,
forcing etcd to resync from the healthy members.

¢ C. Redeploy the Supervisor Control Plane VM using the kubectl delete node 42018c-supervisor-control- plane-1 command.

e D. Use the vSphere Client to put the Supervisor into "Maintenance Mode" and then "Exit Maintenance Mode" to trigger a full
cluster reconciliation.

¢ E. SSH into the healthy etcd-0 node and run etcdctl member remove to manually evict the falled member, then allow the
Supervisor to self-heal.

Answer: B,E

NEW QUESTION # 61

A Platform Engineer is optimizing the IP address consumption of the NSX Advanced Load Balancer (Avi) used by a Supervisor
Cluster. The current "Essentials" edition deployment consumes a new Service Engine (SE) IP and a VIP for every LoadBalancer
service, leading to IP exhaustion.

The engineer wants to switch to a design where multiple Kubernetes Services share the same Service Engine group and potentially
consolidate VIPs where possible (using L7 Ingress), but the immediate concern is the backend SE scaling,

Review the current setting: Service Engine Group: Default-Group Max VS per SE: 10 What configuration change on the Avi
Controller would optimize resource usage for this VKS deployment? (Select all that apply.)

¢ A Increase the Max Virtual Services per Service Engine limit in the Service Engine Group settings (e.g., to 50 or 100),
allowing more services to be packed onto existing SEs before spawning new ones.

¢ B. Configure the IPAM Profile to use a larger subnet.

e C. Use AKO (Avi Kubernetes Operator) features to implement L7 Ingress (sharing a single VIP/VS for muiltiple apps)
mstead of creating a type: LoadBalancer (L4) for every app.

¢ D. Enable NSX-T Cloud mode in Avi instead of vCenter Cloud mode.

¢ E. Switch the Supervisor configuration to use HAProxy, which is more efficient.

Answer: A,C

NEW QUESTION # 62
In the context of vSphere with Tanzu, what is a Supervisor Service (formerly known as a vSphere Pod Service or Embedded
Service)?

e A ltis a dedicated Tanzu Kubernetes Grid cluster provisioned for the sole purpose of running the vCenter Server Appliance.

e B.Itis a standard Virtual Machine deployed by a user that runs a legacy application.

e (. Itis a certified Kubernetes operator or application (such as Harbor or Velero) that runs directly on the Supervisor Cluster
to provide shared infrastructure services to tenant namespaces.

e D. Itis a hardware-accelerated fimction provided by a DPU (Data Processing Unit) to offload NSX routing,

Answer: C

NEW QUESTION # 63



A Platform Engineer is deploying a StatefulSet in a vSphere Namespace. The application requires

"Gold" tier storage which is backed by an All-Flash vVSAN cluster. The vSphere Administrator has already created the "Gold-
Storage-Policy" in vCenter.

Review the Namespace configuration:

Namespace: app-prod

Storage Policies:

- Silver-Storage-Policy (Default)

- Gold-Storage-Policy

‘What must the engineer specify in the PersistentVolumeClaim (PVC) manifest to ensure the volume is provisioned on the All-Flash
VSAN using the correct policy?

A. volumeMode: Block

B. storageClassName: Gold- Storage-Policy
C. storageClassName: vsan-default

D. accessModes: ReadWriteMany

Answer: B

NEW QUESTION # 64

A customer is required to enhance the security for a set of VMware vSphere Kubernetes Service (VKS) clusters that host services
interacting with sensitive customer data. The solution must encrypt the transport and comnmunications between services.

The VKS Admin recommends enabling Istio Service Mesh to satisfy the requirement. What type of encryption does Istio Service
Mesh provide?

A. mILS

B. IPsec with IKEv2
C. AES 256

D. SSH or TLS

Answer: A

Explanation:

Istio is available in VCF 9.0 as an optional package that can be installed for VKS clusters. The VCF 9.0 documentation explicitly
lists "Istio" among the optional packages that "can be optionally installed" for the vSphere Kubernetes Service (VKS). In Kubernetes
platforns, Istio is a service mesh that secures and manages service-to-service (east-west) traffic by establishing authenticated and
encrypted connections between workloads. The encryption mechanism it provides for inter-service communication ismutual TLS
(mTLS), which means both ends (client and server workloads) authenticate each other and negotiate encrypted transport for every
service call-meeting the requirement to "encrypt the transport and commumnications between services." This is distinct from host-level
mechanisis like IPsec/IKEv2 (network-layer) or "AES-256" (an algorithm, not the service-to-service transport model). Enabling
Istio Service Mesh is therefore aligned to deliver encrypted, identity-aware service communications across the cluster at the
application service layer.
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