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EE #490
The process for management approval of the security certification process which states the risks and mitigation of such risks of a
given IT systemis called

e A. Security certification

e B. Security system analysis

e C. Alignment with business practices and goals
e D. Security accreditation

He:. D

AE #491
The alerting, monitoring and life-cycle management of security related events is typically handled by the
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A. risk management process

B. security threat and vulnerability management process
C. risk assessment process

D. governance, risk, and compliance tools

He: B

Y.
Explanation

HE #492

Scenario: An organization has recently appointed a CISO. This is a new role in the organization and it signals the increasing need to
address security consistently at the enterprise level. This new CISO, while confident with skills and experience, is constantly on the
defensive and is unable to advance the IT security centric agenda.

The CISO has been able to implement a number of technical controls and is able to influence the Information Technology teans but
has not been able to influence the rest of the organization.

From an organizational perspective, which of the following is the LIKELY reason for this?

A. The CISO does not report directly to the CEO of the organization
B. The CISO has not implemented a policy management framework
C. The CISO reports to the IT organization

D. The CISO has not implemented a security awareness program

e C

ME:
Explanation/Reference:

EE #493
The formal certification and accreditation process has four primary steps, what are they?

A. Auditing, documenting, verifying, certifying
B. Evaluating, describing, testing and authorizing

C. Discovery, testing, authorizing, certifying
D. Evaluating, purchasing, testing, authorizing
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EE #49%4
The MOST common method to get an unbiased measurement of the effectiveness of an Information Security Management System
(ISMS) is to

A. perform an independent audit of the security controls.

B. create operational reports on the effectiveness of the controls.

C. assign the responsibility to the team responsible for the management of the controls.
D. assign the responsibility to the information security team
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