BEOCKABERREY > 7V &EBALA—XCKAT
A &R | EBUE CKA L —= > 7 #EH Certified

Kubernetes Administrator (CKA) Program Exam

LESLE L)
(8%) “HESRENHED (AT FRE) ClassNI¢ES

[ZwD 2o RE ‘

¥ ko)
P | Rkt L
TRALNAL rAnERN | R e & A RAENE BB 624 5
nl \'.!':tll'!. Cl"

A TPRIT

b 7% &2 ShikenPASS CKAD—#% 7 SV FA L —YHh 6Ky n—FTE& &
3 : https//drive.google.com/open?id=1qew9XKIGDhco2dxDHbFXAFQbfaySbqgxc

A % & A ShikenPASS#IB R DI & 0 20 S # 3 72 ® 12 ShikenPASS i #54 @ Linux Foundation CKA [ Certified
Kubemetes Administrator (CKA) Program Exam] BRI 43 % v P CREL T ERER KXY o —FT 22 &R
TE&Ed. ZBOUBHEOR R 2ERN L LI CEHELRBE ALV —5HT 32 £ N T & 3. ShkenPASSIE
H % O Linux Foundation CKAFRREAEBR O FIEE A 100% TCEDORBO A LML £ +. BEOHzWEREH- T
WET,

BE. WHTA >~ 54 > OLimx Foundation® CKAFREE b L —=> 7 &RE 12 SAH Y & ¥ 43, ShkenPASSD
Linx Foundation® CKAZREE b L —=> 7 BRI #EN IR BOWER T 1. I, % ShikenPASSIZ WO T4 —FIEHEL
Linux Foundation® CKAR #} % 24t 42 & > @R EH L Tw & 9. Zh . ShkenPASS® Linux Foundation®
CKAREBE b L —=> 7 BH A —FHOBEEHF Y —CAZ2REL I 16, DELEOOVRFOBR 25D
CENTEET,

>> CKABEBAB Y >~ 7 v <<

CKA7 A F&Bl. CKANL —=> 7 &H

Linux Foundation® CKARR BB I XA CIEL LS N2 ITRET T . HAZHOD A % i Linux Foundation® CKAER
iﬁ%mﬁsffobwwﬁuaﬁ®#¥u7§%wia ENTE. BABVRACIEI»E 556, Linx
Foundation® CKAZEx & 5 - 72 5 . ShikenPASS @ Linux Foundation® CKAZRER b L —=> 7 BRIE > £ iF D
4 PEFEAL TWBDIE. ShkenPASS W IE TSRO = Y — s AN T H M EEBOFER DD 4056, 20
M4k v D T & B © Limx Foundation CKAZRER b L —=> 7 &R £#BEFL T T, s0 7o ird s - T,
TotBBIL—=Y/7BROMRCHERLLTVET,

Linux Foundation Certified Kubernetes Administrator (CKA) Program
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H #81

Perform the following tasks:

* Add an it container tohungry-bear(which has beendefined in spec file
/opt/KUCC00108/pod-spec-KUCC00108.yam)

* The it container should createan empty file named/workdir/calm.txt

* Tffworkdir/calm txtis notdetected, the pod should exit

* Once the spec file has beenupdatedwith the init containerdefinition, the pod should becreated

Ef#:
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See the solution below.
Explanation

solution

A #82
Get list of all pods in all namespaces and write it to file "/opt/pods-list.yam!"

Ef#:

TR
kubectl get po -all-namespaces > /opt/pods-list.yaml

H #83

You have a StatefulSet named 'database-statefulset' that runs a database service. The database requires persistent data storage. You
are experiencing a problem where the database pods are crashing repeatedly, and the database data is getting lost. You suspect that
there is an issue with the persistent volume claim (PVC) used by the StatefulSet. How would you troubleshoot and potentially fix this
problem?

Ef#:

A -

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Check the PVC:

- Use 'kubectl describe pve (replace with the name of the PVC used by the 'database-statefulset') to check the PVC details.

- Look for any errors or warnings related to provisioning or access.

- Verify that the PVC's 'Status' field is 'Bound' (indicating the volume is successfully attached to a pod).

2. Investigate the Persistent Volume (PV):

- Use 'kubectl get pV' to list all persistent volumes in the cluster.

- Find the PV that is bound to your PVC (the PV's 'Claim field should match the name of your PVC).

- Use 'kubectl describe pv to examine the details of the PV. Look for:

- StorageClass: Check if the storage class used by the PV is appropriate for the database workload (e.g,, is it provisioned with
enough capacity, appropriate 1/0 performance, etc.).

- AccessModes: Ensure the access modes of the PV match the requirements of the database (e.g,,

'ReadWriteOnce' if the database is a single instance).

- Errors: Look for any error messages or warnings related to the PV.

3. Examine Pod Logs:

- Use 'kubectl logs (replace with the name of a crashing database pod) to examine the pod's logs. Look for any error messages
related to the volume or database startup.

4. Check for Pod Events:

- Use 'kubectl describe pod to check the events for the pod. Events might provide clues about why the pod is crashing or why the
volume is not properly mounted.

5. Possible Solutions:

- Recreate the PVC: If there is an error with the PVC ttself] you can try recreating it. Delete the existing PVC, and then create a new
one with the same specifications.

- Update StorageClass: Ifthe storage class is not appropriate, consider switching to a different storage class that better meets the
database's requirements.

- Increase Storage Capacity: If the database runs out of storage, increase the storage capacity of the PVC.

- Change AccessModes: Ifthe PV access modes are not compatible with the database, update the access modes to match.

- Repair or Replace the PV: Ifthe PV itself has issues, consider repairing the volume (if possible) or replacing it with a new one.
6. Monitor and Iterate:

- After making any changes, monitor the database pods to see if they are now able to start and run without crashing,

- Make sure that the database data is being persisted correctly by checking the volurme's contents.



HR #84
What are the differences between using a service versus using an application for Security Policy match?

¢ A. Use ofa "service" enables the firewall to take immediate action with the first observed packet based on port numbers. Use
of an "application allows the firewall to take immediate action if the port being used is a member of the application standard
port list

¢ B. Use of a "service" enables the firewall to take action after enough packets allow for App-ID identification

e (. Use ofa "service" enables the firewall to take immediate action with the first observed packet based on port numbers. Use
of an application allows the firewall to take action after enough packets allow for App-1D identification regardless of the ports
being used

¢ D. There are no differences between "service" or "application." Use of an "application simplifies configuration by allowing use
of a friendly application name instead of port numbers.

Ef#: A

HM #85
Watch the job that runs 10 times one by one and verify 10 pods are created and delete those after it's completed

Ef#:

R -
kubectl get job -w kubectl get po kubectl delete job hello-job

B #86
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