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Q71):

NEW QUESTION # 66

Refer to the exhibit. An administrator wants to use FortiNAC-F to automatically provision printers throughout their organization.
Each building uses its own local VLAN for printers.

Which FortiNAC-F feature would allow this to be accomplished with a single network access policy?
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A. Device profiling rules
B. Preferred VLAN designations
C. Logical networks

D. Dynamic host groups
Answer: C

Explanation:

The FortiNAC-F Logical Network feature is specifically designed to provide an abstraction layer between high-level security
policies and the underlying physical network infrastructure. In large- scale deployments where different physical locations (like
Building 1, 2, and 3 in the exhibit) use different local VLAN IDs for the same type of device (e.g.,, VLAN 10, 20, and 30 for
printers), managing separate policies for each building would create significant administrative overhead.

By using a Logical Network, an administrator can create a single entity--for example, a logical network named "Printers™-and use it
as the "Access Value" in a single Network Access Policy.

The mapping of this logical label to a specific physical VLAN occurs at the Model Configuration level for each network device.
When a printer connects to a switch in Building 1, FortiNAC-F evaluates the policy, identifies that the printer should be in the
"Printers" logical network, and checks the Model Configuration for that specific switch to see which VLAN ID is mapped to that
label (VLAN 10). Ifthe same printer moves to Building 3, the same single policy applies, but FortiNAC-F provisions it to VLAN
30 based on the local mapping for that building's switch.

This architectural approach ensures that policies remain consistent and easy to manage regardless of the complexity or variations in
the local network topology.

"Logical Networks provide a way to define a network access requirement once and apply it across many different network devices
that may use different VLAN IDs for that access... Each managed device can use different VLAN IDs for the same Logical
Network label. You can define the Logical Networks based on requirements and then associate the network to a VLAN ID when
the managed device is configured in the Model Configuration.”

NEW QUESTION # 67
How can an administrator configure FortiNAC-F to normalize incoming syslog event levels across vendors?

A. Configure the vendor OUI settings.
B. Configure severity mappings.

C. Configure event to alarm mappings.
D. Configure the security rule settings.

Answer: B



Explanation:

FortiNAC-F serves as a central manager for security events originating froma diverse ecosystem of third-party security appliances,
such as FortiGate, Check Point, and Cisco. Each vendor utilizes its own internal scale for severity levels within syslog messages
(e.g., Check Point uses a

17 scale, while others may use 0?). To provide a consistent response regardless of the source, FortiNAC-F uses Severity Mappings
to normalize these incoming values.

According to the FortiNAC-F Administration Guide, severity mappings allow the administrator to translate vendor-specific threat
levels into standardized FortiNAC Security Levels (such as High, Medium, or Low Violation). When a syslog message arrives, the
parser extracts the vendor's severity code, and the system immediately references the Security Event Severity Level Mappings table
to determine how that event should be categorized internally. This normalization is vital because it allows a single Security Alarm to
be configured to respond to any "High Violation" event, whether it was reported as a "Critical" by one vendor or a "Level 5" by
another.

Without these mappings, the administrator would have to create separate, redundant security rules for every vendor to account for
their different naming conventions and numerical scales.

"Each vendor defines its own severity levels for syslog messages. The following table shows the equivalent FortiNAC security level...
To normalize these events, configure the Severity Level Mappings found in the device integration guides. This allows FortiNAC to
generate a consistent security event that can then trigger an alarm regardless of the reporting vendor's specific terminology."

NEW QUESTION # 68

An admmnistrator wants to create a conference manager administrator account but would like to limit the number of conference
accounts that can be generated to 30.

Which statement about conference accounts is true?

A. The administrator can set a maximum of 30 conference accounts in the administrative profile for the conference manager.
B. Conference account limits are defined in the conference guest and contractor template.

C. The conference account limit is defined in the onboarding conference portal

D. In FortiNAC-F, conference accounts can be limited by multiples of 25, so the conference administrator could create 50
accouns.

Answer: A

Explanation:

In FortiNAC-F, the Conference Manager is a specialized administrative role designed for delegated administration, often used by
receptionists or event organizers to create temporary guest accounts. To maintain security and prevent the over-provisioning of
credentials, FortiNAC-F allows for granular restrictions on these accounts.

According to the FortiNAC-F Administration Guide regarding Administrative Profiles, when an administrator creates a profile for a
Conference Manager, they can define specific "Account Limits." Under the profile settings (located in System > Settings > Admin
Profiles), there is a field specifically for "Max Accounts." By entering "30" into this field, the administrator ensures that any user
assigned to this profile cannot exceed 30 active conference accounts at any given time.

This setting is distinct from the Portal configuration or the Guest templates. While templates define the type of account (e.g., duration
and access level), the Administrative Profile defines the capabilities and limitations of the person creating those accounts. This
ensures that even if a guest template allows for unlimited registrations, the specific administrator is physically restricted by the system
from generating more than the allotted 30.

"Administrative Profiles define what an administrator can see and do within the system. For delegated administration roles like the
Conference Manager, the "Max Accounts' field in the Administrative Profile is used to specify the maximum number of accounts the
user is permitted to create. Once this limit is reached, the user will be unable to generate additional accounts until existing ones expire
or are deleted."

NEW QUESTION # 69
Refer to the exhibit.
Device Profiling Rules - Total' 23
Rank ¢ § Set Rank Enable o @ Rogue Evaluation Queuve Size 0 Detal | Flush
Enabled  Rank Name Type Registrabon Methods Ragister a5 Device  Confirm Rule On Connect  Confirm Rule Interval  Confirmation Failure Action
v 1 IP Phones ‘ IP Phona Automalic Vendor OU HOst View [7,] None None
v 2 Card Readers B Card Reader Automatic Vandor OUA Host View Q None None
v 3 Cameras in M . Gamer Ml wl.ocatign, Vendor OUI  Host View @ None None
> 4 Cameras In NF‘ -2 | 3. || uéchorbvendor OUI st View %) None None

Which devices are automatically evaluated b e device profiling rules?

¢ A. Rogue devices, only when they are initially added to the database



¢ B. Allhosts, each time they connect
¢ C. Known trusted devices, each time they connect
¢ D. Rogue devices, each time they change location

Answer: A

Explanation:

The profiling rules are configured with automatic registration and rely on vendor OUI and location methods. These rules evaluate
devices when they are first identified as rogues and added to the database, at which point profiling determines whether they should
be registered as devices.

NEW QUESTION # 70
‘Which two things must be done to allow FortiNAC to process incoming syslog messages from an unknown vendor? (Choose two.)

A. The device must be added as a patch management server.

B. The device must be added as a log receiver.

C. A security event parser must be created for the device.

D. The device sending the messages must be modeled in the Network Inventory view.

Answer: B,C
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