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M #154
A business wants to be notified when new clients are added to the client list that is stored in the client table. Which of the following
SQL statements should the database administrator use to perform this task?

A. CREATE PROCEDURE
B. CREATE VIEW

C. CREATE TRIGGER

D. CREATE INDEX

EfE: C
RN -

A trigger automatically executes a specified action, such as sending a notification, in response to events like inserting new clients into
a table.

HM #155
Which of the following is used to hide data in a database so the data can only be read by a user who has a key?

¢ A Data encryption
¢ B. Data protection
¢ C. Data masking

¢ D. Data security
EfE: A
AR :

The option that is used to hide data in a database so the data can only be read by a user who has a key is data encryption. Data
encryption is a process that transforms data into an unreadable or scrambled form using an algorithm and a key. Data encryption
helps protect data from unauthorized access or modification by third parties, such as hackers, eavesdroppers, or interceptors. Data
encryption also helps verify the identity and authenticity of the source and destination of the data using digital signatures or
certificates. Data encryption can be applied to data at rest (stored in a database) or data in transit (transmitted over a network). To
read encrypted data, a user needs to have the corresponding key to decrypt or restore the data to its original form. The other
options are either different concepts or not related to hiding data at all.

For example, data security is a broad term that encompasses various methods and techniques to protect data from threats or risks;
data masking is a technique that replaces sensitive data with fictitious but realistic data to protect its confidentiality or compliance;
data protection is a term that refers to the legal or ethical obligations to safeguard personal or sensitive data from misuse or harm.

R #156
Which of the following database structures is a type of NoSQL database?

A. Key-value stores
B. Object-oriented
C. Cloud

D. Hierarchical

IEf#E: A

AR

The database structure that is a type of NoSQL database is key-value stores. Key-value stores are databases that store and manage
data as pairs of keys and values. Keys are unique identifiers that locate data in the database; values are arbitrary data that can be
any type or format. Key-value stores do not use any schema or structure to organize data, but rather use hash tables or indexes to
enable fast and simple access to data based on keys. Key-value stores are suitable for storing large amounts of simple or
unstructured data that do not require complex queries or relationships. The other options are either different types of databases or
not related to database structures at all. For example, hierarchical databases are databases that store and manage data as nodes in a
tree-like structure; cloud databases are databases that are hosted and accessed over the internet using cloud computing services;
object-oriented databases are databases that store and manage data as objects that have attributes and methods.

B #157



Following a security breach, a database administrator needs to ensure users cannot change data unless a request is approved by the
management team. Which of the following principles addresses this issue?

A. Open access

B. Least privilege

C. Least resistance
D. Elevated privilege

IEf#: B

TR

The principle that addresses this issue is least privilege. Least privilege is a security principle that states that users should only have
the minimum level of access or permissions required to perform their tasks or roles. By applying this principle, the administrator can
ensure that users cannot change data unless they have been authorized by the management team through a request approval process.
This prevents unauthorized or accidental modifications of data that may compromise its integrity or security. The other options are
either opposite or unrelated to this principle. For example, open access means that users have unrestricted access to data; least
resistance means that users have the easiest or most convenient access to data; elevated privilege means that users have higher or
more permissions than they need. Reference: CompTIA DataSys+ Course Outline, Domain 4.0 Data and Database Security,
Objective 4.1 Given a scenario, apply security principles and best practices for databases.

M #158
Which of the following offers a DBA the ability to gather important performance metrics to help optimize SQL queries and
parameters for a database instance?

¢ A. Database recovery

¢ B. Database security

e C. Database maintenance
¢ D. Database monitoring

iFf@E: D

fEEL:
Database monitoring provides performance metrics and insights that help a DBA identify bottlenecks and optimize SQL queries and
parameters for better performance.
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