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EAE #300

Youneed to recommend a solution to ensure that App1 can access the third-party credentials and access strings. The solution must
meet the security requirements.

What should you include in the recommendation? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

He:

Y.

Explanation:

Graphical user interface, text, application, table Description automatically generated

Scenario: Security Requirement

All secrets used by Azure services must be stored in Azure Key Vault.

Services that require credentials must have the credentials tied to the service instance. The credentials must NOT be shared between
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services.

Box 1: A service principal

A service principal is a type of security principal that identifies an application or service, which is to say, a piece of code rather than a
user or group. A service principal's object ID is known as its client ID and acts like its username. The service principal's client secret
acts like its password.

Note: Authentication with Key Vault works in conjunction with Azure Active Directory (Azure AD), which is responsible for
authenticating the identity of any given security principal.

A security principal is an object that represents a user, group, service, or application that's requesting access to Azure resources.
Azire assigns a unique object ID to every security principal.

Box 2: A role assignment

You can provide access to Key Vault keys, certificates, and secrets with an Azure role-based access control.

Reference:

https:/docs.microsoft.com/en-us/azure/key-vault/general/authentication

EAE #301

You have an Azure Active Directory (Azure AD) tenant named contoso.com that has a security group named Group'. Group iis
configured Tor assigned membership. Group I has 50 members. including 20 guest users.

Youneed To recommend a solution for evaluating the member ship of Group1. The solution must meet the following requirements:
* The evaluation must be repeated automatically every three months

* Every member must be able to report whether they need to be in Group1

* Users who report that they do not need to be in Group 1 nust be removed from Group1 automatically

* Users who do not report whether they need to be m Group1 must be removed from Group1 automatically.

‘What should you include in me recommendation?

A. implement Azure AU Identity Protection.

B. Change the Membership type of Group1 to Dynamic User.
C. Create an access review.

D. Inplement Azure AD Privileged Identity Management.

e C

MH.

Explanation

httpsz/docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview#learn-about-access Have reviews
recur periodically: You can set up recurring access reviews of users at set frequencies such as weekly, monthly, quarterly or
annually, and the reviewers will be notified at the start of each review.

Reviewers can approve or deny access with a friendly interface and with the help of smart recommendations.

An administrator creates an access review of Group C with 50 member users and 25 guest users. Makes it a self-review. 50
licenses for each user as self-reviewers. *https:/docs.microsoft. com/en-us/azure/active-directory/governance/access-reviews-
overview#ex There are 4 requirements and every single one is only met by access reviews. https://docs.microsoft.com/en-
us/azure/active-directory/governance/access-reviews-overview#when-sho Dynamic User is needed if a user must be automatically
granted access on base of its attributes (department, jobtitle, location, etc.)https:/techcommunity. microsoft.comvtS/itops-talk-
blog/dynamic-groups-in-azure-ad-and-microsoft-365/ba- Implementing Azure AD PIM is no solution and absolutely not necessary
for access reviews.https:/docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview#where-do

EAE #302

You have an on-premises network that uses an IP address space of 172.16.0.0/16. You plan to deploy 25 virtual machines to a
new Azure subscription. You identify the following technical requirements:

* All Azure virtual machines must be placed on the same subnet named Subnetl.

* All the Azure virtual machines must be able to communicate with all on-premises servers.

* The servers must be able to communicate between the on-premises network and Azure by using a site-to-site VPN.

Youneed to recommend a subnet design that meets the technical requirements.

‘What should you include in the recommendation? To answer, drag the appropriate network addresses to the correct subnets. Each
network address may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to
view content NOTE: Each correct selection is worth one point.
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EE #303

You have an on-premises datacenter named Sitel that contains multiple servers.

You have an Azure subscription that contains a virtual network named VNetl. VNetl contains multiple virtual machines. VNetl
uses the default Azuire DNSS service. Sitel connects to VNetl by using a Site-to-Site (S2S) VPN.

You need to recommend a DNS solution that will forward DNS queries from the virtual machines that target the on-premises DNS
namespace to the on-premises DNS servers. The solution must minimize administrative effort and costs.

‘What should you include in the recommendation?

A. Private DNS resolver

B. Private DNS zone

C. Azure Firewall DNS Proxy

D. an Azure virtual machine that runs the DNS service

HE: A

MY

DNS Private Resolver is a service that bridges an on-premises DNS with Azure DNS. You can use this service to query Azure
DNS private zones from an on-premises environment and vice versa without deploying VM-based DNS servers.

Reference:

https:/learn.microsoft.com/en-us/azure/architecture/networking/architecture/azure-dns-private- resolver

ZE #304

You have a mobile app that is deployed to 100,000 users. Each instance of the app collects usage data.

You have an Azure subscription.

You need to recommend a solution that meets the following requirements:

* Accepts the usage data from the app instances

* Calculates the average hourly CPU utilization of each app instance and writes the average to an Azure SQL database

* Minimizes costs and administrative effort

What should you include in the recommendation? To answer, select the appropriate options in the answer area. NOTE: Each
correct selection is worth one point.

He:

ME:
Explanation:
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