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CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q446-Q451):

NEW QUESTION # 446
A company brings in a consultant to make improvements to its website. After the consultant leaves. a web developer notices unusual
activity on the website and submits a suspicious file containing the following code to the security team:
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Which of the following did the consultant do?

A. Tnplanted a backdoor

B. Patched the web server

C. Inplemented clickjacking

D. Implemented privilege escalation

Answer: A

Explanation:

The correct answer is A. Implanted a backdoor.

A backdoor is a method that allows an unauthorized user to access a system or network without the permission or knowledge of the
owner. A backdoor can be installed by exploiting a software vulnerability, by using malware, or by physically modifying the
hardware or firmware of the device. A backdoor can be used for various malicious purposes, such as stealing data, installing
malware, executing commands, or taking control of the system.

In this case, the consultant implanted a backdoor in the website by using an HIML and PHP code snippet that displays an image of
a shutdown button and an alert message that says "Exit". However, the code also echoes the remote address of the server, which
means that it sends the IP address of the visitor to the attacker. This way, the attacker can identify and target the visitors of the
website and use their [P addresses to launch further attacks or gain access to their devices.

The code snippet is an example of a clickjacking attack, which is a type of interface-based attack that tricks a user into clicking on a
hidden or disguised element on a webpage. However, clickjacking is not the main goal of the consultant, but rather a means to
implant the backdoor. Therefore, option C is incorrect.

Option B is also incorrect because privilege escalation is an attack technique that allows an attacker to gain higher or more
permissions than they are supposed to have on a system or network. Privilege escalation can be achieved by exploiting a software
vulnerability, by using malware, or by abusing misconfigurations or weak access controls. However, there is no evidence that the
consultant implemented privilege escalation on the website or gained any elevated privileges.

Option D is also incorrect because patching is a process of applying updates to software to fix errors, improve performance, or
enhance security. Patching can prevent or mitigate various types of attacks, such as exploits, malware infections, or denial-of-service
attacks. However, there is no indication that the consultant patched the web server or improved its security in any way.

NEW QUESTION # 447
Which of the following tools would work best to prevent the exposure of PII outside of an organization?

A.PAM
B. IDS
C.DLP
D. PKI

Answer: C
Explanation:

Data loss prevention (DLP) is a tool that can prevent the exposure of PII outside of an organization by monitoring, detecting, and
blocking sensitive data in motion, in use, or at rest.

NEW QUESTION # 448



The most recent vulnerability scan results show the following:

Bxploit vector
Se - -

HOADMINOZ

RDP vulnerability |

SQL-1inj ect ic 4]

Server — HQFINO1 bt ks

The vulnerability team learned the following from the asset owners:

- Server HQFINOL1is a financial transaction database server used in the company's largest business unit.

- Server HQADMINO2is utilized by an end user with administrator privileges to several critical applications.
- No compensating controls exist for either issue.

Which of the following would the vulnerability team most likely do to determine remediation prioritization?

A. Identify the network placement and configuration of each asset, then prioritize the asset with the least recent backups.

B. Review the BCP and prioritize the remediation of the asset that would take more time to bring online for operational use.
C. Contact the network and desktop engineering teans to discuss prioritizing the asset that is faster to remediate.

D. Reference the BIA to determine the value designation and prioritize vulnerability remediation of the more critical asset.

Answer: D

Explanation:
By consulting the Business Impact Analysis, the team can objectively assess which system - the financial-transaction database on
HQFINOL1 - carries the greatest operational and financial risk, then focus remediation efforts there first.

NEW QUESTION # 449
A vulnerability management teamis unable to patch all vulnerabilities found during their weekly scans. Using the third-party scoring
system described below, the team patches the most urgent vulnerabilities:

Metric  |Desérption O

Cobain |Exploitable by malware
Grohl Externally facing

Novo Exploit PoC available
Smear |Olderthan 2 years

Channing|Vulnerability research activity

Additionally, the vulnerability management team feels that the metrics Smear and Channing are less important than the others, so
these will be lower in priority. Which of the following vulnerabilities should be patched first, given the above third-party scoring
system?

e A. ENaneless:
Cobain: Yes
Grohl: No
Novo: Yes
Smear: No
Chamning; No

e B. TSpirit:
Cobain: Yes
Grohl: Yes
Novo: Yes
Smear: No
Channing: No

e C.InLoud:
Cobain: Yes
Grohl: No
Novo: Yes
Smear: Yes
Channing: No



e D. PBleach:
Cobain: Yes
Grohl: No
Novo: No
Smear: No

Channing: Yes
Answer: B

Explanation:

Explanation

The vulnerability that should be patched first, given the above third-party scoring system, is:

TSpirit: Cobain: Yes Grohl: Yes Novo: Yes Smear: No Channing: No

This vulnerability has three out of five metrics marked as Yes, which indicates a high severity level. The metrics Cobain, Grohl, and
Novo are more important than Smear and Channing, according to the vulnerability management team. Therefore, this vulnerability
poses a greater risk than the other vulnerabilities and should be patched first.

NEW QUESTION # 450

A company is in the process of implementing a vulnerability management program, and there are concerns about granting the security
team access to sensitive data. Which of the following scanning methods can be implemented to reduce the access to systens while
providing the most accurate vulnerability scan results?

A. Dynamic scanning

B. Credentialed network scanning
C. Agent-based scanning

D. Passive scanning

Answer: C

Explanation:

Explanation

Agent-based scanning is a method that mvolves installing software agents on the target systems or networks that can perform local
scans and report the results to a central server or console. Agent-based scanning can reduce the access to systems, as the agents do
not require any credentials or permissions to scan the local system or network. Agent-based scanning can also provide the most
accurate vulnerability scan results, as the agents can scan continuously or on-demand, regardless of the system or network status or
location.

NEW QUESTION # 451
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